InfraStru;G re

Ce ntra I Version 4.1

User’s Reference




Copyright
© Copyright APC Corp. 2001-2007

Trademarks

APC, BotzWare, InfraStruXure, InfraStruXure Central, NetBotz, RackBotz, WallBotz, and the
NetBotz symbol are registered trademarks of APC Corp.

Other brand and product names are registered trademarks or trademarks of their respective holders.

Federal Communications Commission (FCC) Declaration of
Conformity Statement

Note: This equipment has been tested and found to comply with the limits for a Class A digital
device, pursuant to Part 15 of the FCC rules. These limits are designed to provide reasonable
protection against harmful interference when the equipment is operated in a commercial
environment. This equipment generates, uses, and can radiate radio frequency energy. If it is not
installed and used in accordance with the instruction manual, it may cause harmful interference to
radio communications. Operation of this equipment in a residential area is likely to cause harmful

interference, in which case users will be required to take whatever measures may be necessary to
correct the interference at their own expense.

U.S. Government Restricted Rights

Restricted rights legend. Use, duplication, or disclosure by the Government is subject to restrictions
as set forth in subparagraph (c) (1) (ii) of the Rights in Technical Data and Computer Software clause
at DFARS 252.227-7013 or subparagraphs (c) (1) and (2) of the Commercial Computer Software-
Restricted Rights clause at CFR 52.227-19, as applicable.

Improper Use of Audio/Video Recording Capabilities

Attention: THE EQUIPMENT CONTAINS, AND THE SOFTWARE ENABLES,
AUDIO/VISUAL AND RECORDING CAPABILITIES, THE IMPROPER USE OF
WHICH MAY SUBJECT YOU TO CIVIL AND CRIMINAL PENALTIES.
APPLICABLE LAWS REGARDING THE USE OF SUCH CAPABILITIES VARY
BETWEEN JURISDICTIONS AND MAY REQUIRE AMONG OTHER THINGS
EXPRESS WRITTEN CONSENT FROM RECORDED SUBJECTS. YOU ARE
SOLELY RESPONSIBLE FOR INSURING STRICT COMPLIANCE WITH SUCH
LAWS AND FOR STRICT ADHERENCE TO ANY/ALL RIGHTS OF PRIVACY
AND PERSONALTY. USE OF THIS SOFTWARE FOR ILLEGAL SURVEILLANCE
OR MONITORING SHALL BE DEEMED UNAUTHORIZED USE IN VIOLATION
OF THE END USER SOFTWARE AGREEMENT AND RESULT IN THE
IMMEDIATE TERMINATION OF YOUR LICENSE RIGHTS THEREUNDER.

Availability of Open Source Technologies

This product includes technologies that are governed by the GNU Public License. The GPL source
code contained in our products is available for free download from:

http://support.netbotz.com/gpl

InfraStruXure Central 4.1 User’s Reference 1



Preface

2 InfraStruXure Central 4.1 User’s Reference



Contents

PrefaCe. ... 1
INtrOdUCTION ... e 11
Managing AdditioNal DEVICES..........uuuuuuiiiiiiie et e e e e e e e e eeeeeeeenanne 11
Upgrading INfraStruXure CeNral ... 11
About the Installer CD.......coovviiiiii e, 13
Installing on @ WINAOWS SYSTEIM ......uuiiiiiiiiieiee et e e e e eeeeeeeeaeeee 13
Installing 0N @ LINUX SYSTEIM ....cciiiiiiieeieiies e e e e e e e e e e e e e e eeeaeaennanne 14
Installation and Configuration.............cccoceiiiiiiieieennnnn. 17
Installing your InfraStruXure Central SErVer ...t 17
Configuring Your InfraStruXure Central SErVer .........ccccovviiiiiieiiiieeeeeeeee e 17
Using the Serial Configuration Ut ... 17
Install Your InfraStruXure Central SEIVEr ..........cooeviiiiiiiiiiiciiee e 18
SAFETY: Rack Mounting Of SYStEMS........ccovvviiiiiiiiiiiiii e 18
INStallation INSTIUCHIONS .......cooiiiii e e e 19
BefOre YOU BEOIN ...ttt e e e e e e e e e e e 19
RapidRails Rack Kit CONENTS .........ceevuiiiiiiiiiiiiee e e e e e e e e e e e e e e e 20
INSTAIALION TASKS.....etiiiiiiiiei e a e e e e e e e 21
Removing the RACK DOOIS ........cooiiiiiiiiiiiieeei e 21

Selecting a Location within the RaCK .............ccceeeiiiiiiiiiiccceee e, 21

Installing the RapidRails Slide Assemblies ... 21

Installing the System inthe RACK...........cccciiiiiiiii e, 22

Installing the Cable-Management ArM ...........uueiiiiiiieiee e 24
Replacing the RACK DOOIS .......coooiiiiiiiieeeee e 27
Getting Started.........coovi i 29
System and Web Browser PrereqUISItES .............uuuueiviiiiiiieiiieeeeeeeeeeeeee e 29
Logging INto INfraStruXure Central ... 30
About the InfraStruXure Central CONSOIE ..........oooviiiiiiiiiiiiiiieeee e 31
The Group Navigation PaNE.............oooiiiiiiiiiiecee e e 31
ADOUL DEVICE GIOUPS ...ceiiiiiieieeeeeeie ittt e e e e e e e e e e 31

The Device SeleCtion Pan@ .........ooooiiiiiiiiiiii e 31

The Action/INformation Pane .............oooiiiiiiiiiiiiiiiiieee e 32

InfraStruXure Central 4.1 User’s Reference 3



Predefined GrOUPS .. ... ittt e e e e e e e e e e e e e e e e e e s 33

Setting Up Device SeCUrity SEtiNGS .....cccooviiiiiieeeeeii e 33
Starting the Device Security Settings TasK ..........uuuiiiiiiiiiiieiiieeeeeeii 34
Creating Device Security Settings Configurations..............cccccvvvrviiiiiiiieieeeeeeeeenn. 34

DISCOVEINNG YOUI DEVICES......coeeieeieiiiiiiiiie e e e e e e e e e e e e e e e e ettt s e e e s e e e e e e aaaeeeeereaasannnnas 35
Starting the Discovery Settings TasK.........ccovviiiiiiiiiiiiiiie e 35
Configuring InfraStruXure Central Discovery Settings ..........cccccuvvvviiiiiiiiieeeeeeenn. 35

Creating DEVICE GIOUPS.......uuuuuuuuuiiiiieeeeeeeeeeeeeeeeeeeaastaa s as s e e e e eeeaeaeaeeeeeaearaa s 36
Starting Device Group AdMINISTration ...........ouuuiuiiiiiiiieeie e 36
Creating NeW DEVICE GIOUPS .......uuuiiiiiiiiiiiiiiteeeeee e e e e e e e e s as s eeeeeeeaeaaaaeens 36

About Devices that Appear in Multiple Device Groups ..............ceevvveieiieeeennn. 37

Creating USEI ACCOUNTS .....euiiiiiieiiaiee e e e e e e e et ettt s e s e e e e e e e e e e e e e e eeeeeabbnnn e e as 38
Starting User/Group AdmINIStration.............oeevveiiiiiiiiiisiee e 38
Creating NeW USEI ACCOUNLS ........uuuuiiiiiiiiee e e e e eeeee ettt s s e e e e e e e e e e e e eeeaeeensannne 38
Creating and EditiNg GrOUPS .......uuuuuuuiiiiieaeee ettt e e e e e e e e e eeeeeaeeeeennnnes 39

USING SENSOT IMAGING......ceeiiiiiieieeeiiiiiies e s e e e e e e e e et e e e e aeeeeaaaassa s aaaaaeaeeeeaeeeeeeeeeennnnnnnns 40

The InfraStruXure Central Console..........cccooeevevneennnnn. 43

Logging INto INfraStruXure Central ... 44

1 CT g = Vot N F= V7o = o o PRSP 45
Configuring OffliNE DEVICES ........uuuuuiiiiiiiiee e eeeeeaaeeae 45
The Device Group Navigation Pane ...........cccuuviiiiiiiiiiiiiiieeeeee e 45

ADOUL DEVICE GIOUPS ...vvvverrniiiieeeeeeeeeeeeeeeeeeeetstasasass s e e e aeeeaaeeeeeeeessennnnneaeas 45
The Device SeleCtion Pane ... 45
The Action/INfOrmation PANE...........cooiiiiiiiiiiee e 46

Predefined DEVICE GIOUPS........ccuuuuiieiiiiiiiaeeeeeeeeeeeeeeeeeeaaaaasssaaaaaaaeeaaaaeaaaeeeeereenssnnnnns 47

IV VIBW ..ottt e e e e e e e e e e ettt e ettt tbb bbb e e e e e e e e e e e e aeeeeeeerennnnnnnnnn 47

JLIE= Lo LIS 51

ALBTT VIBW ..ottt e et et e bbbttt bttt e e e e e e e e e aaaeeeaaaaaaans 52

Graph/REPOI VIBW ...ttt e e e e e e ettt e e e e e e e e e e eeees 54

MasSS CONFIGUIATION VIBW .......uuuiiiiiiiiiiiieiiii et e e e e e e e e e e e e e e e 56

ADOUL DEItiNg DEVICES......ccciiieeeeeeieeitie ettt e e e e e e e e e e e e e eeeeereeeeannnnns 56

(8 LS To T 11 (= PO PPPPUPUPPRPPRRR 57
Creating or EditiNg FIltEIS ........uuiiiiiiiiiiieeeee s 57

InfraStruXure Central Client Preferences.................... 61

Configuring Client Appearance PreferenCes...........uuuuveiiiiiiniieeeeeeeeeeeeeeeiiie s 61

Configuring Color PreferENCeS. ... ... i 62

Configuring General Client Preferences ...........ooovvvveiiiiiiiii e 63

Configuring Client Network Prefer@ncCes..........oooveeeieiiiiiiiiieeeee 63

Configuring User ACCOUNt PreferenCes.........coovvvvieiiviiiiiiiie e 65

Configuring Video Clip Player Preferences............uuuiiiiiiiiiiieecieeeeeeeeee e 66

4 InfraStruXure Central 4.1 User’s Reference



InfraStruXure Central Tools MenNU .....c.coovvvvviiiiiiininnnn, 67

Y CTSEST= Vo L TSP UPPPRPIN 67
Server AdMINISITALION ......oiiiiie e r e e e e e aaaaeeeeeaas 67
Y] V7= 0] 11 o] PR 68
Y] VT Y L=TSTST= T L ORI 68
Server Administration Tasks ........cccooveviiiiiiiiieecieceenn, 71
Backup/Restore AdMINISIratioN ..........uuuuueeiiiiriee e e e e e e e e e e eeeeeeennen 71
SEIVEI BACKUP....cttiiiiiii ettt e s e e e e e e e e e e e e aaaaaanne 72
SEIVEI RESIOIME ...t e e e e e e e et e e e e e eeana e e eaeees 74
Data Collection/MONitOriNg SEMINGS ....uvuuuruiiiiieee e eee e e e e e e e e e eeeeeeeeeeenen 75
The Data Collection Settings Pane ............cooovviiiiiiiiiiiiiie e 75
Avoiding Redundant Data ColleCtion...............euuuiiiiiiiiiie e 76

The Monitor SettiNgS PaNe..........iiiiiii e 77
Device Group AdMINISTratiON...........eeuuuiiiiiiiiis e e e e e e e e e e e e e e eeaannanns 78
DRl o) V=T AT 1] o 1R UUPPPPPPRPPURPPPR 81
RUNNING DISCOVEIY PrOCESSES .....ccciieiieeeiiiiiiiiiiiie e e e e e e e e e e e e e e e eeeaaaeana e e e e aaaaaaees 84
DHCP LAN DISCOVEIY ..evuuiiiiii i e e e ettt s e e e e e e e e e e e e e e e e e e e aaaaes 84
Disk Array ManagemMENT.........coiiiiiiiiiiiiiiiiiea e e e ettt s e e e e e e e e e e eeeeeeeeeennanes 85
EXPOrt AdMINISIIALION .....coieee e e s s e e e e e e e e e e e eeeeeennnnes 85
Install/Upgrade ManagemeENnt ............oovviiiiiiiiiiiiiiiiiieee e e e ee e e e e e e e e e e 88
LICENSE KBYS ..ttt ettt ettt e e e e e e e e e e e e ettt et et ettt e e e e e e e e e e e e e eeeeeeeeerrees 89
LOOK @Nd FEEI.... e e e e e e e e e e 89
Management Device JOD CONrol ............oiiiiiiiiii i 89
Using the JOb StatuS Pane..........ooo i 90
Removing Pending REQUESES ........cccoeiiiiiieeeeeeeerie e 90

Using the Job Settings Pane..........cooooiiiiiiiicci e 90
Management Device SeCUrity SEttNGS.......ccouviiiiiii i eeeeeeees 91
Management Device TIMeoUt SEtHNGS.......cceiiiiiiiie i e e e e e e e e e e 92
Y =T V=T Y= 111 T PSS 93
NEIWOIK SETINGS ettt e e e e e e e e e e e e e 94

[ g T ST 1] o 1R 95
[T IS = 1 1] T £ RRSRR 97
LTSI 1<) U] o 1TSS 98
SEIVEE ACCESS ....eeetiii ettt e e ettt e e e e e e e e et e e r e e e e e e e e e e e e r e e eene 99
The Web Server Pane ...t 99

The Secure Shell (SSH) Control Pane ...........ooooiviiiiiiiiiiii s 100

The SNMP SEerver PANE .......ccccuuiiiiiiiiiiiiiiiieeeee et 100
SOCKS PrOXY PaNE ... oottt 100
SBIVEI SECUIMEY . ..uiieee ettt e e e e e e e et e e et e e e bt e ae s e e e e e e eeaeeeaeeeeeeennnees 101
Using the Server Hardware Password Pane ............cccccevvvvevveeviiiiiiiiineeennn 101

Using the Secure Sockets Layer (SSL) Pane........cccccceeeeevvievieeveiiiiiiccceen, 101
StOrage REPOSITONES ... .coiiiieeiee ittt e et e e e e aeeeas 102
The Storage Settings Pan@ .........coiiiiiiii i 103
Purging Data Manually ...........ccoooiiieiiiiiiiiecee e 104

InfraStruXure Central 4.1 User’s Reference



The RepPOSITONES PANE ......ooiiiiiiiie ettt 104

Surveillance AdMINISTIAtION.........ccooiiiiiiiiiiiii e e e 106
User/Group AdMINISIIAtION. .........uuuuiiiiiiee ettt e e e e e e e e e e eeeeeeeeenannns 106
Creating and Editing Local USer ACCOUNES ..........coooviiiiiiiiiiiiiiiiieeiee e 106
Creating and EditiNg GrOUPS ........uuuuuiiiiiiiiieeeeeeeeeeeeeeeiesass s e s s e e e e e e e e e eeeeeeaennnns 108
Using Remote Authentication Server SUPPOIt.........cooiviiiiiiiiiiiiiiie e 109
Monitoring Currently LOgged-In USEIS.........coooiiiiiiiiiiiiiiiiiiiiieeee e 110
Adding New DEVICES .....ccocovviiiiiieeeie e 111
Adding @ ManagemeENnt DEVICE .........cuiiiiiiiiiieeee ettt e e 111
Adding an SNIMP DEVICE .......coeeeeeeeiiiiiiiiii et e e e e e e e e e e e aeeeeeeserrennnns 111
Mass Configuration: Sensor and Alert Settings....... 113
Configuring OffliNE DEVICES ......uuueuiiiiiiii e e e 113
Managing BotzWare Version 1.X DEeVICES...........coouvvuuiiiiiiiiiii e 114
About Sensor and Alert Settings TasksS ......cooooeiiiiiiiiiie s 114
= ¢ Yo (o] £SO PPPPPPPPPPPRPR 115
Available Alert Notification Methods ..o 115
Creating Alert ACHIONS.........ooiiiiiiiiiiiir ettt e e e e e e e e e e eeeeeeeeennnnns 116
Editing Previously Defined Alert ACtIONS .........ccooeeeeiiiiiieeeecr e 117

F =T g (0] {1 P PPPPPPPPPPRPTPRTR 117
The Default Alert Profile ... 117
Creating an AlErt SEQUENCE ........uvuuiiiiii et e e e e e e e e e e e e e eeaeaneeennnnn 118
Creating an Alert Profile ........oooeuuriiiie e 119
Suppressing Alert NOtIfICAtIONS.........cooovi i 120
=T ToTo Tl =] oo g £ P SUSUPRR 120
Configuring a Periodic REPOIMt ENtrY .....ccoooeiiiiiiieeiiee e 121
Configuring a Periodic Report to InfraStruXure Central Entry...................... 121
Configuring an HTTP PeriodiC REPOIt.........cccoveeeiiiiiiieeeeicie e 122
Configuring an FTP PeriodiC REPOI .......cccooeiiiieiiiiiiieeeieeee e 124
Configuring an E-mail PeriodiCc REPOIt........ccoooeiiiiiiiiiiiii e 128
Configuring Sensors and Thresholds.............ooovvveiiiiiiiii e, 130
Numeric and State Sensors: DefinitioNS..........cooooiiiiiiiiiiiiiiie e 131
Specifying Sensor Labels and History SettingS.........ccevveiiiiiiiiiiiieeeeiiiiinnn 131
Numeric Sensors and Thresholds ... 132
State Sensors and ThreSholdS ..........uuueiie e 133
Defining Numeric Thresholds ... 133
Maximum Value TRreshold ... 133
Minimum Value TRresShold ... 135
RanNge ThreShold.............eiiiii s 137
Above Value for Time Threshold.............cccouiiiiiiiii, 140

Below Value for Time Threshold ... 142

Rate of Decrease Threshold ............oooeeiiiiiiiiiiiii e 144

Rate of Increase Threshold............ooooiiiiiiiiii s 147

6 InfraStruXure Central 4.1 User’s Reference



Defining State ThreSholaS. ... 149

Alert State Threshold ... 149

Alert State for Time ThresShold..........coooooiiiiiii s 151

State Mismatch Threshold...........ooveveiiiiiii e 153

State Mismatch for Time Threshold.............ccccoiiiiiiiiiiie s 155
Mass Configuration: Device SettingS..........ccceevevennnn. 159
Configuring OffliNE DEVICES ........cuuiiiiiiiiiiiie et e e e e e e e e e e e e eeaeenannne 159
Managing BotzWare Version 1.X DEVICES .......cccoeiiiiiiiiiiiiiiiiiiiies e e eeeeeeeeeaeeees 159
ADOUL INTOIMALION ..ttt e e e e e e e e e e e eeees 159
MoONitored DEVICE SEHINGS......cciiiieeeieetiiieies e e e e e e e e e et a e e s e e e e e e eeaeeeeeennnnees 160
[ FoTod (U o PSP PPPUPUPPRRRP 161
Camera CONFIQUIALION ..ottt e e e e e 161
(@210 =T = 1Y/ F= TS (T o PSPPSR 165
The Motion MasK Tab ......oeeuuiii e 165
The BIOCK OUt MaSK Tab.......uuuuuiiiiiieee e 166

(0 [0 o] GO PPPPPPPPR 167
CUSTOM AUIO ClIPS ..ttt e e e e e e e e e e e e e eeeeeennennes 168
Adding Custom AUIO ClPS ....cooeiiiiiiii e 169
Deleting Custom AUIO ClIPS .....ccoiviiiieeeeiies e e e e e e e 169
DEVICE CTAWIEIS ...ttt e e e e e et ettt et e e e e e e e e e e e e eeeeeeeeennnees 169
OID-SPECITIC MONITOIING ...ttt ettt e e e e e ee s 171
Enhanced Environmental MONItONNG .......uuuueiiiiiiieee e e e e e e e e 171
Enhanced Alert NOtifiCation............oooiiiiiiiiii e 171
Using the Device Crawlers TasK ..........ooouiiiiiiiiiiiiiiiiii et 171
The SNMP TargetS VIEW .......cuvuuuiiiiiiiiieeeeeeeeeeeeeeeeieaatiess s e e s s e e e eaeeaaeeseeannnnes 171
Specifying Global SNMP SettiNgS ......uuuuuiiiiiiieieeeeeieeeeeeeei e 175

The Device Definition FilesS Pane...........cccoooeiiiiiiiiiiiiiiiciee e 176

The Supplemental OIDS Pane.........ccooiiiiiiiiiiiiieeeeeeess e e e eeeeeaaeaees 177
DEVICE SCANNEN ...ttt e e e e e e e e e e e e e e et e eettesaata e e e e e e e eeeaeaeeeeeeennnnees 177
Using the Device Scanner TasK..........ooouviiiiiiiiiiiiiiieeeeeeee e 177
The SNMP TargetS VIEBW .......cuuuuiiiiiiiiiiieeeeeeeeeeeeeeeetaaatisess s e e s s e e e eeaeeseeseesnnnnns 177
Specifying Global SNMP SettiNgS ......uuuuuiiiiiiiieeee e 180

The Device Definition FilesS Pane...........cooooiiiiiiiiiiiiiiiie e 181

The Supplemental OIDS PaNe.........ccooviiiiiiiiiiiieeeeeeeies e e e eeeeeaanaees 182

I3\ P PPPUPPPURPRRR 182
[ g T ST =T V= S PPRUPUPPRRRT 183
EXTEINGAI POITS ... et e e e e e e e e e e e e e e e 186
Defining Custom Dry Contact and Analog SENSOIS ........cccevvviviiiviiiiiiieeeeeeeeeeene 186
Defining a Custom 0-3.3V or 0-5.0V Analog Sensor .........ccccceeveeeiiiiiiiinees 187
Defining a Custom Dry Contact SENSOr .........uueiiiiiiiiieeeeeeeeeeeeeeeiee e 188
Defining a Custom 4-20MA SENSOI .......ccuuuuuiiiiiiiiiaeee e ee e e eeeeeeerrin s 189
EXTEINAl STOTAGE ... ittt e e e e e e e e e e e e e 190
Configuring Your Device to Use External Storage............ocevvvveeiiiiiiiiieeeeeeeeennn, 190
Using an Extended Storage SYStem.........coouuuuiiiiiiiiiiiiieeeeeeeeeeeeeei 191

USING @ WINAOWS SNAIE ......cooiiiiiiiiiiiiii ettt 191

InfraStruXure Central 4.1 User’s Reference



USING @N NFS MOUNT......oiiiiiiiiiiiiiieceee e 192

Removing EXternal Storage ..........cooovviviiiiiiiiiiiiie e 193
1 (= SRR 193
[IPIMI DEBVICES ...ceeeeeeieeeiiiie et e ettt e e s e e e e e e e e e e e e e e ee e e e eeaas s e e e e aeeeeeeeeeeeeees 194
LICENSE KBY S . iiitiiiiie ettt ettt e e e e e e e e e e e e e et e e e et e e e e e e e e e e e e e e eeee 196
[0 ToF= 1[0 o SRRSO UPPPPTPPPR 197
oo PP 198
NEtWOTK INTEITACES ..o e e e e e e e e e e e e eas 201
L oTo IS o F= 1 o TSR UPPPPPPPRPPPPRR 206
o 1Y [ To [T o PRSPPI 208

USING SIM SECUILY ... a e e e e e e e e e e e eees 211
Upgrading DeviCes OVEr PPP ... 211
104U 212
=] oo o ) A PPPPPPPPPPRPPPRR 213
=T o | (o] o P U PPUPPPPTPPPP 213
L ST (] PP 214
ROOE PASSWOIT......coiiiiiiiiii ittt e e r e e e e e aaaaaaeeeeeaaenans 214
SEIAI DEVICES ...t e e e e e e e ettt a e e e e 215
RemMOVING Serial POMS.......ccooi i e e e e e e e e e 215

05 S PP 216
SN P ettt et e aaaaaaaaaaaeaaaaaanannarrrrrrnes 217
3] PP U PP PP TPTPPP 219
(0o = Lo [ TS PPPPPOUPRP 220
L0 L] ] TR UPPPTPOPPPTRRPI 220
VIEW DBVICE LOGS ..uuiiiiieieee e et s et e e e e e e e e e e e e e ettt s e e e e e e e e e e e aaeeeeensessnnnnns 222
LAV =] oIS T=T V= PP U P PP PP 222
Creating Alert ACLIONS.......ovvviiiii e, 225
Creating a Send to InfraStruXure Central Alert ACtiON............ccoovvvvvviiiiiiiieiiieeeeenn. 225
Creating an Activate Button Output Alert ACHON ..........evviiriiiiiiie e 226
Creating a Call Web Services Alert Receiver Alert ACtioN ............ocevvvvvivviiiiieennnnn. 228
Creating a Play Audio Alert ACHION.........ccoiiiiiieeeercee e 228
Creating a Play Custom Audio Alert ACtION ...........couuuuuiiiiiiiiiee e 230
Creating a Send Custom HTTP Get Alert ACHON ........cviiieeeieiieeeeeeeee e 230
EXample Target URLS ....c.ooooo it e et e e e e e e e e e e e e e 232

EXAMPIE HL: s 232

EXAMIPIE 2. e 232
Creating a Send Custom Text File to FTP Server Alert Action............cccceeeeeeeeeenn.. 233
Creating a Send Data to FTP Server Alert ACHON. .......ccovvviiiiiiiiiiieeeei e 234
Creating a Send E-mail Alert ACHON .........uuueiiiiiiiiiiieeee e 237
Creating a Send HTTP Post Alert ACHON ...........uvvviiiiiiiieee e 239
Creating a Send Short Message E-mail Alert ACtION ..o 240
Creating a Send SNMP v1 Trap Alert ACHON ......coovvviieiiiii i 242
Creating a Send SNMP v3 Inform Alert ACHON .........ueiiiiiiiii e 244
Creating a Send Wireless SMS Message Alert ACtiON ..........cooovvviiiiiiiiiiiiiciniineeenn. 245
Creating a Set Switch Output State Alert ACtON.........cccevvieiiiiiiiiiieeee e 246

8 InfraStruXure Central 4.1 User’s Reference



Using the Map VIEW ..., 249

Editing Map SetliNgS. .. oiiiii i et e et e e s e e e e e e e e e e eaaeanannne 252
Creating CUStOM MaPS .....ccoeeiiiiieeeeeee e e e e e e e aaaes 252
Changing the Map Background............ccooiiiiiiiiiiiiiiiiieiieeee et 252
Setting 1CON PreferENCeS.......oovvveeeiieeiice et e e e e e e e e eeeeaanees 252
Setting Sensor Display Preferences ........cccccovveiiiiiee i, 252
USING SENSOT IMAGING ...etvttiiiiiiieiieeie e e e e r e e e e e e e aeeeeeeaeeaaaannnes 253
1Y T o S o = T o R 254
Using the Table View ..o, 255
Using the Alert View ..o, 257
Displaying Alert Images as @ MOVIE .........ciiiiiii i e e 258
Using the Graph/Report VIiew .........cccceevvviiiiiiiiiieennnnn, 259
(1S3 o T ] = o PRSPPI 260

USING REPOIS ...ttt ettt e e e e e e e e e e et ea ittt b aat e e e e e e e e eeeeeeeeeeeeennnees 261

Using Post Only Mode with InfraStruXure Central .. 263

Post Only Communications BENAVION............uiiiiiiieeieiiceeeeeeee e 263
Enabling Post Only Mode 0N YOUr DEVICES .......cooeeeiiiiiiiiiiiiiiiiiiee e 264

A Note About Posting Interval Considerations...........cccccevveeeeeeeeeeeeeveeeeiennnnns 265
Advanced View: The InfraStruXure Central Task .........cccccceeveviiiiiiiiiiiniiiiiennne. 266
Surveillance VIEeW ..., 267
Additional System ReqUIrEMENTS ...........uuuuiiiiiiiiiiieiie e e e e e e e e eees 268
Maximum Number of LiCeNSed DEVICES .......ccooeeiiiiiiiiiiieiiiiiiiiee e eeeeeeaaeees 268
ENabling SUINVEIIIANCE ........uuiiiiiee e 269
About the Surveillance AdmINIStration TaSK ..........cccuuuiiiiiiiiiiiiiiiieee e 269
About the SUrVEIllANCE VIBW.........cooiiiiii e 273
Using the Live Camera VIiew Pane ...t 273
Two-Way Audio FUNCHONAIILY .......ueeiiiiiei e 274

UsiNg the ClIp VIEW PaNe........coooiiiiiieee et 275
GeENEratiNg ClPS ... 276

JLIE= T T 1 T T LSRR 277

The Surveillance Event Clip Player ... 278

Using the Filter Management Pane............oooooiiiiiiiiiiiiiieeeceeeceeee e 279
Using the Queued Clip JODS Pane.............ciiiiiiiiiiiiieie e 281
Surveillance Settings SUGQESHIONS ....ccoii i i 282

InfraStruXure Central 4.1 User’s Reference



[DIECY: 1 o] [=To IR TR TP 282

Disabled: Usage EXamPples ... 282

Send ContiNUOUS DUMNNG AIEIES .....iiiiii e 282

Send Continuous During Alerts: Usage Examples...........ccccoovviiiiiiiiiieennnnnn. 283

Send 0N MOotioN DeteCted ...........uuuiiiiiiiiiiiiiiiiiie e 283

Send on Motion Detected: Usage Examples ..........cooovviiiviiiiiiiiiiiiieiieeeeeee, 283

Send on Motion Detected DUrnNg AIEIS .......ooovviiiiiieeiei e 283

Send on Motion Detected During Alerts: Usage Examples..........ccccoeeeeeee.. 283
BOtzZWare MacCrOS.......ooviiiiiieiie e 285
APPHCALION MACIOS......cci i e e et e e e e e e e e ettt e e e e e e e e eeeaaeeeeeeennnnes 285
LOCALION IMACIOS. ... . iiiii ettt e e ettt s e e e e e e e e e e e e e e eeeeeaeeeeennnnns 286
= Y= Tl o U URPPURRTSPRT 287
Troubleshooting ..o, 291
Troubleshooting FTP Data DeliVEIY ...........uueuiiiiiiiee e 291

2 TeY (0] (=T oW = T=To 1 o R 291

FTP Data Delivery Configuration and Verification..............ccccccceeiiiiiiiieceeeeenee, 292
EXAMPIE SESSION.....uuiiiiiii it 294

A Note for FTP Server AdmINIStratorS ..........occcuiiiiiiiiiiiiiieeeeeeeeee e 295
Troubleshooting Network Connectivity Problems .............cooiiiiiiiii, 295
Basic Network Troubleshooting.............uuiuiiiii e 296
Warranty and ServiCe.......ccovvviviiiiiiiieei e, 297
Life-Support POlICY ..., 299

10 InfraStruXure Central 4.1 User’s Reference



Introduction

InfraStruXure Central works with your APC NetBotz devices, APC devices, and other 3rd-party
manufacturer devices to provide a comprehensive monitoring solution for your IT environment and
equipment. With InfraStruXure Central, you can instantly view environment readings and a camera
image from any site on your network where an APC NetBotz device has been deployed. If
environment readings for a site go outside of thresholds you have set, the icon label for that site turns
red in the InfraStruXure Central Map view. A Table view presents users with a table that shows all
current sensor data for APC NetBotz devices in a selected group, allowing users to see at a glance
where there is an alert condition. Historical alarm data is quickly accessible by appliance and date.

InfraStruXure Central works with logical, dynamically updated groups of devices that you set up.
Your IT group saves time by executing configuration and threshold operations against an entire group
at once. You have powerful analytical capabilities at your disposal with the Graph/Report view,
where you can generate graphs or reports to display sensor data for one or more appliances over a
specified date/time range. Data can be exported for use in other applications. The administrator of
InfraStruXure Central can choose precisely what capabilities to grant to each user and which groups
or appliances they can access.

In addition to enhancing your monitoring and management capabilities, InfraStruXure Central
improves network availability through a fully distributed architecture combined with remote and
local storage. All of your environmental monitoring and management data can be stored on up 5
remote data repositories, greatly enhancing the volume of data that you can access and
complementing your organization's standardized back-up and recovery procedures. Likewise,
Surveillance video clips are stored on the appliances that generate them until they are needed,
enabling you to centrally manage your Surveillance data while also saving bandwidth and preserving
processing power.

InfraStruXure Central features extensive administrator customizability. View data operational logs,
set preferences for device discovery, data collection, network functionality, and security. Create user-
specific accounts that limit access to sensitive data and powerful configuration tasks. User Accounts
enable you to allow employees or clients access to InfraStruXure Central data without giving them
the “keys to the kingdom.” Create user accounts that limit access to InfraStruXure Central
functionality and features to those that are appropriate for a given user. Specify read or write access to
specific InfraStruXure Central tasks, and limit user access to specific device groups.

Managing Additional Devices

By default, your InfraStruXure Central device comes pre-licensed to manage up to 25 network-
attached supported devices. If you need to manage more than 25 devices (up to a maximum of 1025
unique devices) you will need to purchase a Device Pack license key upgrade for use on your
InfraStruXure Central server. This license key upgrade will enable you to manage additional devices.
Simply contact APC Corp. or the vendor from whom you purchased your InfraStruXure Central
server, purchase a Device Pack license key, and install the license key using the License Keys task.
For more information, see “License Keys” on page 89.

Upgrading InfraStruXure Central

InfraStruXure Central can be upgraded with additional functionality with InfraStruXure Central
upgrade packs such as Surveillance View. Upgrades are available for purchase from APC Corp. or
from an APC Authorized Reseller. For more information about Surveillance View, see “Surveillance
View” on page 267.
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About the Installer CD

You can use the InfraStruXure Central Installer CD to install the following applications on any
supported system:

« InfraStruXure Central Console: A Java-based user interface designed to work with the
InfraStruXure Central server. The InfraStruXure Central console simplifies monitoring and
managing your NetBotz devices, APC devices, and other 3rd party devices.

» Serial Configuration Utility: A Java-based application that you can use to configure the network
settings on your InfraStruXure Central server or any other NetBotz device.

« Java Runtime Environment (JRE)
By default, the InfraStruXure Central Installer will copy the InfraStruXure Central documentation to
your system. You can also access these PDF files from the DOCS subdirectory of the CD.
Installing on a Windows System
To install the applications and the JRE on a supported Windows system

1. Place the InfraStruXure Central Installer CD-ROM in the CD-ROM drive of the system that
you will use to configure and manage your server. The InfraStruXure Central Installer will start
automatically. If you have disabled Autostart on your system, click Start > Run, type
x:\install.exe in the Open field (where x is the drive letter assigned to your CD-ROM drive) and
then click OK.

2. The Welcome screen appears. Read the window contents and then click Next to continue.

% InfraStruXure Central Console

EB Welcome Please Read Before Continuing:
'@ -~
]
E)J Thank you for purchasing this APC InfraStruXure
'D Central appliance!

In today's thriving business climate, it's critical to have

Y g

P real-time, organization-wide access to ical and
®) a4 p

ervironmental data that can threaten the systems,
Infrastructure and assets that run your business
InfraStruXure Central provides an efficient, productive

way for organizations to manage their company-wide
| nf rast FU; Cj re Network Critical Physical Infrastructure (NCPI) devices

and the threat data that they capture. By providing a
Central centralized way to mass configure, deploy and view data
collected by APC NetBolz monitoring appliances and
other third-party devices, InfraStruXure Central creates

Installamywhere by Macrovision

Cancel

3. The License Agreement window appears. Read the window contents, click | Accept the terms
of the License Agreement to agree to the terms and conditions of the license agreement and then
click Next. If you do not agree to the terms and conditions of the license agreement, click
Cancel to close the installation program.

4. The Choose Install Set window appears. You can choose to install the Typical product features,

InfraStruXure Central 4.1 User’s Reference 13



About the Installer CD

Minimal product features, or Custom product features.

— If you choose Typical the Serial Configuration Utility, product documentation, and
InfraStruXure Central Console application will be installed on your system.

— If you choose Minimal only the Serial Configuration Utility and the InfraStruXure Central
Console application will be installed on your system.

— If you choose Custom you can select which components you want installed on your system.

5. The Pre-Installation Summary window appears and displays information about the installation
options you have chosen. Click Install to continue.

% InfraStruXure Central Console

@ welcome Please Review the F 1) Before C )

@ License Agreement Product Name:

@ Choose Install Set InfraStruXure Cantral Console

@ choose Install Folder Install Folder:

& Pre-Installation Summary C:\Program Files\InfraStruXure Central Console

© Shortcut Folder:

@ CADosuments and Settings'gprimm NETBOTZ\Start

MenuPrograms\infraStruXure Central Console

Disk Space Informalion {for Installation Target):
Required: 88,187 625 bytes

| nfra St rU;C] re Available: 3,382,521,856 bytes
Central

Installamywhere by Macrovision

( proious st}

6. The Install Complete window appears. Click Done to finish your installation and close the
InfraStruXure Central Installer.

Installing on a Linux System
To install the applications and the JRE on a supported Linux system:

1. Place the InfraStruXure Central Installer CD-ROM in the CD-ROM drive of the system that you
will use to configure and manage your server. Be sure to mount the drive if necessary.

2. Run install.bin from the Linux subdirectory on the CD. For example, if you mounted the CD-ROM
drive as /mnt/cdrom, execute the following command:

sh /mnt/cdrom/linux/install.bin

3. The InfraStruXure Central Installer starts and the Welcome screen appears. Read the window
contents and then click Next to continue.

4. The License Agreement window appears. Read the window contents, click | Accept the terms of the
License Agreement to agree to the terms and conditions of the license agreement and then click
Next. If you do not agree to the terms and conditions of the license agreement, click Exit to close the
installation program.

5. The Choose Install Set window appears. You can choose to install the Typical product features,
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About the Installer CD

Minimal product features, or Custom product features.

— If you choose Typical the Serial Configuration Utility, product documentation, and
InfraStruXure Central Console application will be installed on your system.

— If you choose Minimal only the Serial Configuration Utility and the InfraStruXure Central
Console application will be installed on your system.

— If you choose Custom you can select which components you want installed on your system.

6. The Pre-Installation Summary window appears and displays information about the installation
options you have chosen. Click Install to continue.

7. The Install Complete window appears. Click Done to finish your installation and close the
InfraStruXure Central Installer.
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Installation and Configuration

Installing your InfraStruXure Central Server

The InfraStruXure Central server is designed to be installed in a server rack or cabinet. Rack
mounting configurations differ depending on rack or cabinet design and manufacturer. Please refer to
your rack or cabinet documentation for detailed instructions on how to mount equipment in your rack
or cabinet.

To configure the IP settings on your InfraStruXure Central server you will need to connect

a Windows 2000, NT 4.0, or XP system to the server using the included null modem cable.

Before installing be sure to consider the following issues:

« Depending on your rack or cabinet design and location, it may be difficult to access the
serial port on the back of the InfraStruXure Central server after you install it in your
rack.

« If the cabinet or rack is in a difficult-to-access location, it may be difficult to get the
required Windows system close enough to the rack- or cabinet-mounted server to easily
connect the two systems with the included null modem cable.

Note

If you believe you may encounter either of these scenarios, we suggest that you configure the IP
settings on the server first, and then install it in your rack or cabinet.

After you have installed the server in your rack or cabinet, be sure to connect the server to your 10
Mbit, 100 Mbit, or 1000 Mbit Ethernet network and to connect the power cable to a properly
grounded power outlet or power distribution unit.

Configuring Your InfraStruXure Central Server

Before installing your InfraStruXure Central server, you must configure your device’s network
settings. You can use the Serial Configuration Utility to specify network settings (including IP
address, gateway address, subnet mask, and hostname) to be used by the device.

Using the Serial Configuration Utility
You can use the Serial Configuration Utility to assign your server network settings.

To configure your server using the Serial Configuration Utility:
1. Click Start > Programs > InfraStruXure Central Console > Serial Configuration Ultility to start

the Serial Configuration Utility. If the Serial Configuration Utility has not yet been installed on
your system, see “About the Installer CD” on page 13 for instructions on how to do so.

2. Connect one end of the null modem cable to a serial connector on your system and the other end
of the cable to the serial port on the InfraStruXure Central server.

3. Plug the InfraStruXure Central server power supply into a wall outlet, and then connect it to the
power cord connection. When the server is finished starting up click Next to continue.

4. The Serial Configuration Utility automatically scans your systems COM ports to determine if a
device is connected to the system. If a device is discovered the utility will note the presence of
the server in the Device column of the window. Select the radio button that corresponds to the
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server you wish to configure and then click Next to continue configuring your server.

®

Note

If the COM port associated with the port to which your serial cable is connected is
currently in use by another application, the message beside the COM port in the Owner
column will indicate that the port is not currently available. To correct this, close the
application that is using the COM port and then click Scan Serial Ports.

1. The Root Password window appears. Type in the Password field the administrator account
password for this server (by default this password is set to “apc.”) and then click OK.

2. The utility scans the server and displays the network settings (IP Address, Netmask, and Gateway)
that are currently stored on the server. The network settings are divided into Ethernet Card Settings

and DNS Settings.

3. Specify the Ethernet Card settings. Provide an IP address, subnet mask, and gateway address for the

Server.

4. Specify the DNS Settings. Provide the desired domain and DNS server information.

5. Click Next to save your configuration settings. When the save process is complete you can click

Finish to close the Serial Configuration Utility.

To test the InfraStruXure Central server IP connection, start your web browser and type the IP address

that was assigned to the server into the address field. Then, press Enter. If the InfraStruXure Central

server is online and properly configured the InfraStruXure Central welcome page will be displayed in the

browser window.

Install Your InfraStruXure Central Server

18

The InfraStruXure Central server is designed to be installed in a server rack or cabinet. Use the following
safety guidelines to help ensure your own personal safety and to help protect your system and working

environment from potential damage. For complete safety information, see the Product Information

Guide.

SAFETY: Rack Mounting of Systems

Observe the following precautions for rack stability and safety.

« Systems are considered to be components in a rack. Thus, “component” refers to any system as well

as to various peripherals or supporting hardware.

A

Caution

®

Note

Installing systems in a rack without the front and side stabilizers installed could cause the
rack to tip over, potentially resulting in bodily injury under certain circumstances.
Therefore, always install the stabilizers before installing components in the rack.

After installing system/components in a rack, never pull more than one component out of
the rack on its slide assemblies at one time. The weight of more than one extended
component could cause the rack to tip over and injure someone.

Your system is safety-certified as a free-standing unit and as a component for use in a rack
cabinet using the customer rack kit. The installation of your system and rack kit in any
other rack cabinet has not been approved by any safety agencies. It is your responsibility
to ensure that the final combination of system and rack complies with all applicable safety
standards and local electric code requirements. The manufacturer disclaims all liability
and warranties in connection with such combinations.
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 System rack Kits are intended to be installed in a rack by trained service technicians. If you install
the kit in any other rack, be sure that the rack meets the specifications.

Do not move racks by yourself. Due to the height and weight of the rack, a minimum of
A two people should accomplish this task.

Caution

« Before working on the rack, make sure that the stabilizers are secured to the rack, extended to the
floor, and that the full weight of the rack rests on the floor. Install front and side stabilizers on a
single rack or front stabilizers for joined multiple racks before working on the rack.

 Always load the rack from the bottom up, and load the heaviest item in the rack first.
» Make sure that the rack is level and stable before extending a component from the rack.

 Use caution when pressing the component rail release latches and sliding a component into or out of
a rack; the slide rails can pinch your fingers.

« After acomponent is inserted into the rack, carefully extend the rail into a locking position, and then
slide the component into the rack.

* Do not overload the AC supply branch circuit that provides power to the rack. The total rack load
should not exceed 80 percent of the branch circuit rating.

« Ensure that proper airflow is provided to components in the rack.
» Do not step on or stand on any component when servicing other components in a rack.

Installation Instructions

This installation guide provides instructions for trained service technicians installing one or more systems
in a rack cabinet. The RapidRails™ rack kit can be installed without tools in manufacturer’s rack cabinets
that have square holes. One rack kit is required for each system installed in the rack. VersaRails™ rack
kits, which are designed for use with rack cabinets that have round holes, are available for purchase
separately.

Before attempting this installation, you should read through this entire procedure carefully.

kit for your system. Using the rack kit for another system may result in damage to

f Do not install rack kit components designed for another system. Use only the rack
the system and personal injury to yourself and to others.

Caution
Before You Begin

Before you begin installing your system in the rack, carefully read the safety instructions found at the
beginning of this guide, as well as the safety instructions found in your system’s Product Information
Guide for additional information.
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Observe the following safety precautions when installing your system in the rack.

» When installing multiple systems in a rack, complete all of the procedures for the
current system before attempting to install the next system.

* Rack cabinets can be extremely heavy and move easily on the casters. The cabinet has
no brakes. Use extreme caution while moving the rack cabinet. Retract the leveling feet
when relocating the rack cabinet. Avoid long or steep inclines or ramps where loss of
cabinet control may occur. Extend the leveling feet for support and to prevent the
cabinet from rolling.

* You must strictly follow the procedures in this document to protect yourself as well as
others who may be involved. Your system may be very large and heavy, and proper
preparation and planning are important to prevent injury to yourself and to others. This

A becomes increasingly important when systems are installed high up in the rack.

« Installing systems in a rack without the front and side stabilizer feet installed could
cause the rack to tip over, potentially resulting in bodily injury under certain
circumstances. Therefore, always install the stabilizer feet before installing components
in the rack. The stabilizer feet help prevent the rack from tipping over when a system or
other component is pulled out of the rack with the slide assemblies fully extended. Refer
to the documentation provided with the rack cabinet for instructions on installing and
anchoring the stabilizer feet.

« After installing systems in a rack, never pull more than one system out of the rack on its
slide assemblies at one time. The weight of more than one extended system could cause
the rack to tip over and cause injury.

RapidRails Rack Kit Contents
The RapidRails rack kit includes the following items (see Figure 1-1):

Caution

* One pair of RapidRails slide assemblies
¢ One cable-management arm

* Tie-wraps (not shown)

cable-management arm
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Installation Tasks
Installing a rack kit involves performing the following tasks in their numbered order:

1. Removing the rack doors

2. Select an installation location within the rack

3. Installing the RapidRails slide assemblies in the rack
4. Installing the system in the rack

5. Installing the cable-management arm

6. Routing cables

7. Replacing the rack doors

Removing the Rack Doors

See the procedures for removing doors in the documentation provided with your rack cabinet.

install them by yourself.

« Because of the size and weight of the rack cabinet doors, never attempt to remove or
A » Store the two doors where they will not injure someone if the doors accidently fall over.

Caution

Selecting a Location within the Rack

You must allow 1 U (44 mm, 1.75 inches) of vertical space for each InfraStruXure Central Standard
Edition system or 2 U (88 mm, or 3.5 inches) of vertical space for each InfraStruXure Central Enterprise
Edition system you install in the rack. Rack cabinets that meet EIA-310 standards have an alternating
pattern of three holes per rack unit with center-to-center hole spacing (beginning at the top hole of a 1-U
space) of 15.9 mm, 15.9 mm, and 12.7 mm (0.625 inch, 0.625 inch, and 0.5 inch) for the front and back
vertical rails (see Figure 1-3). Rack cabinets may have round or square holes. The RapidRails™ rack kit
can be installed without tools in manufacturer’s rack cabinets that have square holes. VersaRails™ rack
kits, which are designed for use with rack cabinets that have round holes, are available for purchase
separately.

Installing the RapidRails Slide Assemblies

1. At the front of the rack cabinet, position one of the RapidRails slide assemblies so that its mounting-
bracket flange fits between the marks or tape you placed on the rack (see below). The top mounting
hook on the slide assembly’s front mounting bracket flange should enter the top hole between the
marks you made on the vertical rails.

2. Push the slide assembly forward until the top mounting hook enters the top square hole that you
placed a mark just above on the vertical rail, and then push down on the mounting-bracket flange
until the mounting hooks seat in the square holes and the push button pops out and clicks (see
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below).

slide assembly (2)

mounting
bracket flange

|
/“»@- P ) mounting hooks (2)

push button

front of rack

3. At the back of the cabinet, pull back on the mounting-bracket flange until the top mounting hook is
in the top square hole, and then push down on the flange until the mounting hooks seat in the square
holes and the push button pops out and clicks.

4. Repeat steps 1 through 3 for the slide assembly on the other side of the rack.

Ensure that the slide assemblies are mounted at the same position on the vertical
@ rails on each side of the rack.

Note

Installing the System in the Rack

« If you are installing more than one system, install the first system in the lowest available

position in the rack.
* Never pull more than one component out of the rack at a time.

* Because of the size and weight of the system, never attempt to install the system in the

Caution  qjide assemblies by yourself.

1. Pull the two slide assemblies out of the rack until they lock in the fully extended position. Lift the
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system into position in front of the extended slides (see below).

; shoulder screw
/ on system
g

system locking mechanism

2. Place one hand on the front-bottom of the system and the other hand on the back-bottom of the
system.

3. Tilt the back of the system down while aligning the back shoulder screws on the sides of the system
with the back slots on the slide assemblies.

4. Engage the back shoulder screws into their slots.

5. Lower the front of the system and engage the front and middle shoulder screws in their slots (the
middle slot is just behind the yellow system release latch).

When all shoulder screws are properly seated, the system locking mechanism at the front of each
slide assembly clicks and locks the system into the slide assembly.

6. Press up on the slide release latch at the side of each slide to slide the system completely into the
rack.

7. Push in and turn the captive thumbscrews on each side of the front chassis panel to secure the
system to the rack.

To remove the system from the slide assemblies, press down on the thumbpads of
@ the system locking mechanism, and then pull the system forward.

Note
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Installing the Cable-Management Arm

The cable-management arm can only be installed on the right side of the rack

@ cabinet (as viewed from the back).

Note

To install the cable-management arm on the system, perform the following steps:
1. Facing the back of the rack cabinet, locate the latch on the end of the slide assembly.

2. Push the tab on the back end of the cable-management arm into the latch on the end of the slide
assembly (see below). The latch clicks when locked.

3. Push the tab on the front end of the cable-management arm into a mating latch on the inner segment
of the slide assembly (see below). The latch clicks when locked.

latch on end of slide
assembly

latch on inner
segment of slide
assembly

tab on front end

tab on back end  cable management arm

4. If applicable, install the system status indicator cable plug into its connector (see Figure 1-9).

5. Open the wire covers on the cable-management arm by lifting the center of the wire over the top of
the embossed round button on the front of the forward part of the arm and lifting the wire over the
top of a similar round button on the back part of the arm. The wire cover swings open to enable

cables to be routed within the arm.
6. Route the system status indicator end of the cable through the cable-management arm, and install
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the indicator in its slot at the back end of the cable-management arm (see below).

system status
indicator cable plug

wire covers in
open position

system status indicator

7. Connect the power cords to their receptacles on the back panel (see below).

Use the strain-relief loops (if available) on the back of the power supplies to
provide strain relief for the power cables.

Note

power cord plug

Allow some slack in each cable as you route them around hinges in the cable-management
ﬁ arm.

Caution

8. Attach the I1/0O and network cable connectors to their respective connectors on the system back
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panel.
If you will ne enabling the internal DHCP LAN functionality on your

InfraStruXure Central, the private LAN connection must be connected to LAN

Port 2. Once this feature is enabled, ensure that LAN Port 2 is NOT connected to
A a public LAN. Enabling this functionality on an InfraStruXure Central with LAN

Port 2 connected to a public LAN will result in serious network connectivity
issues. For more information on the internal DHCP LAN functionality, see
“Server Settings” on page 93.

Caution

9. Route the power and 1/O cables through the cable-management arm, using four loosely secured tie-
wraps (two in the middle and one on each end of the cable-management arm).

— Do not fully tighten the tie-wraps at this time.
— Allow some cable slack in the cable-management arm to prevent damage to the cables.

10. Secure the cables to the cable-management arm:

a. After connecting the cables to the system, unscrew the thumbscrews that secure the front of the
system to the front vertical rail.

b. Slide the system forward to the fully extended position.

c. Route the cables along the cable-management arm, make any adjustments needed to the cable
slack at the hinge positions, secure the cables to the cable-management arm with the tie-wraps,
and close the wire covers over the cable-management arm.

in the extended position. To push the system back into the rack, press the slide
release latch on the side of the slide, and then slide the system completely into the

@ As you pull the system out to its furthest extension, the slide assemblies will lock
rack.

Note

11. Slide the system in and out of the rack to verify that the cables are routed correctly and do not bind,
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stretch, or pinch with the movement of the cable-management arm.

12. Tighten the tie-wraps just enough to ensure that the cable slack is neither too tight to cause

excessive pinching nor too loose, yet keep the cables from slipping as the system is moved in and
out of the rack.

Replacing the Rack Doors

Refer to the procedures for replacing doors in the documentation provided with your rack.

Because of the size and weight of the rack cabinet doors, never attempt to remove
or install them by yourself.
Caution

This completes the rack installation of your system in a four-post rack cabinet.
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Getting Started

This Getting Started section is designed to help you become familiar with the InfraStruXure Central
interface, and to guide you through the basic configuration and functionality of the InfraStruXure
Central console. The procedures described in this section will enable you to configure InfraStruXure
Central so that you can automatically discover, monitor, and manage physical infrastructure devices
on your network.

These procedures are also available in an online tutorial which starts automatically the first time you
start the InfraStruXure Central interface. The tutorial will automatically start each time you start the
InfraStruXure Central console until you un-check the Show this at next startup check box. If you
have dismissed the tutorial and need to view the tutorial again, just right-click on the InfraStruXure
Central interface and select Show Tutorial.

In addition to this Getting Started procedure and online tutorial, InfraStruXure Central features
extensive task-specific online help. Just click the Help button on any Configuration or
Administration window or right-click on the InfraStruXure Central interface and select Show Help to
view detailed information about the task in question.

This Getting Started procedure will guide you through the processes necessary to perform the
following tasks:

* Logging into your InfraStruXure Central server
» Becoming familiar with the InfraStruXure Central console

« Configuring Device Security Settings to enable mass configuration of NetBotz devices on your
network

« Automatically discovering physical infrastructure devices on your network

 Creating device groups to simplify sorting and management of your physical infrastructure
devices

« Creating user specific accounts that can be used to limit user access to InfraStruXure Central
services or to specific device groups

« Configuring and using Sensor Imaging to simplify monitoring of your physical infrastructure
devices

System and Web Browser Prerequisites

The InfraStruXure Central console is a stand-alone Java application that runs on systems that meet
the following requirements:

e A PC with an 1 GHz or better AMD/Intel processor running Microsoft Windows (2000, XP
SPlor SP2, or Vista) or Red Hat Enterprise Linux 4.

« Java Runtime Environment (JRE) 1.5.0_11

¢ 512MB RAM
Finally, your screen resolution should be set to at least 1024x768.
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Logging Into InfraStruXure Central

30

Point your web browser at the IP address or hostname of the InfraStruXure Central server. You will see
the InfraStruXure Central welcome screen.

% InfraStruXure Ceniral server 3.0.0 - Mozilla Firefox
Gl Edt Yew 5o [Pockmarks Jools Hep

G-ip - & (B 01 (11 otpeinbens.susts rathotz.comy v O [Cl

Infra Stru;Gre
Central

nelbolz suppart Eape.com WNWAPC.COm

+ [nstall InfraStruXure Central Consola

* View Online Help
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You can use the InfraStruXure Central welcome page to launch the InfraStruXure Central console, install
the InfraStruXure Central console, view an online version of this User’s Reference, view a list of help
topics, view the InfraStruXure Central logs, or view the InfraStruXure Central server status. You can also
install download and install the Adobe Acrobat Reader (required to view the online version of this User’s
Guide). If you haven’t yet installed the InfraStruXure Central console application, click Install
InfraStruXure Central console and install the application. After you have finished installing the
application, click Start > Programs >InfraStruXure Central Console > InfraStruXure Central
Console to start the application.

You will next be prompted to choose a InfraStruXure Central server to which you will log in. If you have
previously logged into a InfraStruXure Central server using this console you can simply select the IP
address or host name of the server from the Server selection box. Otherwise:

1. Type the IP address or host name of the InfraStruXure Central server in the IP Address or Host
Name field.

2. If the server is configured to communicate on a port other than port 80, type the port number into the
Port field.

3. If you will be using a SOCKS or HTTP proxy server to access your InfraStruXure Central server,
click Configure Proxy and then provide the necessary information about the proxy in use. Click
OK when you have finished entering proxy server information.

4. 1f you wish to use SSL for secure communications between the InfraStruXure Central server and
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your console, check the Connect Using SSL check box.

5. Type in the User and Password fields the user ID and password for your InfraStruXure Central user
account. If this is the first time you have used this InfraStruXure Central server and a InfraStruXure
Central administrator has not created a user account for you to use, use the default User 1D and
Password as follows:

User: apc
Password: apc

If a InfraStruXure Central administrator has created a user account for you, log in using the user 1D
and password that were assigned to you.

6. Check the Save this Password check box to save your user ID/password information.

7. Click OK to start the InfraStruXure Central console and to log into the server.

About the InfraStruXure Central Console

The InfraStruXure Central console is divided into three main regions, or panes. The upper-left corner
pane is called the Group Navigation pane. The lower-left corner pane is called the Device Selection pane.
Finally, the right-side pane is called the Action/Information pane.

The Group Navigation Pane

The Group Navigation pane displays a tree view of all device groups that are defined for use by this user
account. The Group Navigation pane also functions as a basic status monitoring view. If a monitored
device reports an alert the device group to which the device belongs turns red. If the device is included in
multiple device groups, all groups of which it is included will turn red.

About Device Groups

Device groups contain monitored devices (such as NetBotz devices, camera pods, sensor pods, and other
physical infrastructure devices). Device group definitions allow you to more easily manage devices by
sorting them into smaller device groups, called “child groups.” Child groups are nested beneath their
“parent group” in the Device Group selection tree. Device groups enable you to set security policies for
your device groups by specifying what local user accounts or local user groups can access the device and
group and usage privileges they have while doing so).

Child device groups automatically inherit the settings of their parent device group and can have
additional settings as well. For example, if you create a child device group that contains only NetBotz
500s, and nest it inside a parent device group that includes only appliances with IP addresses in the
192.168.1.* subnet, your new child device group would include only NetBotz 500s with IP addresses in
the 192.168.1.1-192.168.1.256 range.

The contents of a device groups can be dynamic or static. Static device groups do not change, even if new
devices are discovered on the network which conform to the device groups settings, while dynamic
device groups are automatically updated to include newly discovered devices that fit the device groups
settings.

The Device Selection Pane

When you select a device group from the Group Navigation pane, all devices contained within the
selected device group are displayed in the Device Selection pane. Depending on your Client Preferences
each device will be identified by its IP address, Location value, MAC address, or Hostname.
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The Device Selection pane functions as a status monitoring view for the currently selected device group.
If a monitored device in the currently selected device group reports an alert, the device will turn red in the
Device Selection pane. If the device has gone offline it will be “grayed out” and will have a large red X
over its icon. This can be used to simplify troubleshooting and to quickly identify trouble spots.

The Device Selection pane also supports filters. You can use filters to quickly and easily limit the devices
that are displayed in the Device Selection pane. Because the contents of the Device Selection pane
determine what devices are displayed in the various Action/Information pane views (i.e. the Map, Table,
Alert, Graph/Report, Mass Configuration, and Surveillance Views), by filtering the contents of the
Device Selection pane you also filter the contents of all of the other panes as well.

The Action/Information Pane

Located on the right-hand side of the interface, the Action/Information pane contains a series of buttons
that enable you to view information and perform mass configuration tasks on the devices in the currently
selected device group, or the devices that are currently selected in the Device Selection pane. Also, if you
have selected a filter from the Filters drop box in the Device Selection pane then the results will be further
reduced according to the filter settings. Each button, when selected, presents a different view in the
Action/Information pane. The Action/Information pane features 6 buttons:

Pane View Description

Map View Devices are displayed as icons. Current reading reported by a
selected sensor is displayed for each appliance. The default
sensor that is currently selected is shown above the Map View in
the center of the Action/Information pane. Current status can
also be indicated with sensor imaging. If you select one or more
appliances from the Device Selection pane, the icons for the
selected appliances are selected in the Map view as well.

Table View Devices are displayed in a table. Problems, such as appliance
outages or alert conditions are indicated by a user-defined color
(red by default) in the appropriate field. If you select one or
more devices from the Device Selection pane the entries for the
selected appliances in the Table view are selected as well.

Alert View Enables you to easily view all alerts that have been generated by
devices in the currently selected device group. Alerts that
contain picture data can also be viewed, provided that the alert
has been posted to the InfraStruXure Central server using the
device HTTP post support or by using the Send to InfraStruXure
Central or Send HTTP Post alert actions, available using the
Alert Action task. If you select one or more devices from the
Device Selection pane any appliances from the device group to
which the selected devices belong that have reported alerts on
the date selected in the Alerts view will be listed in the Alerts
View. If a device appears in the Alert View but cannot be
selected (and is “grayed out™) then no alerts have been posted to
or collected from the selected appliance on the selected date.
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Pane View Description

Graph/Report View Enables you to generate reports, for a user-specified time period,
from the data collected from the sensor data collected by one or
more devices. The data can be plotted in a Graph view to
simplify data collation and comparison, or it can be can be
collated into a single report to simplify data collation, collection,
and comparison. Report data (or from a selected portion of the
report) can be exported to a server and saved for future
reference. Report data can also be exported as a delimited value
text file.

Mass Configuration Provides complete mass device configuration functionality,
enabling you to perform all of the tasks necessary for complete
management of all of your devices, one at a time or all at once.
The Mass Configuration panel is divided into two areas: Sensor
& Alerts Settings and Management Device Settings. Each area
features a number of icons that represent the mass configuration
tasks that you can perform.

Surveillance View A separately available license key-based upgrade designed for
use with InfraStruXure Central. Surveillance View enables you
to easily collate, index and view a summary of all surveillance
event images that have been captured on a specified day or range
of days. Surveillance events contain picture data that can be
indexed and viewed as movie-like “clips,” enabling you to see
the sequence of events that caused the Surveillance event to
occur. For more information about the Surveillance View, see
“Surveillance View” on page 267.

Predefined Groups

The first time you use the InfraStruXure Central console you will have one predefined device group in
your Group Navigation pane: The All Devices device group. The All Devices device group includes all
devices that have been added to or discovered by this InfraStruXure Central appliance and to which the
currently logged in user account has access. Any device that appears in any other defined device groups
will also appear in the All Devices device group. However, a device can appear in the All Devices device
group even though it is not currently a member of any other defined device group. We’ll learn about
creating device groups later (in “Creating Device Groups” on page 36) but for now the All Devices
device group will suffice.

Setting Up Device Security Settings

Before you can manage your physical infrastructure devices, you will need to configure InfraStruXure
Central to have Administrator level access to your APC NetBotz devices.

These settings are used only when accessing your APC NetBotz devices. They have no
@ effect on accessing any other supported physical infrastructure devices.

Note
APC NetBotz devices feature user accounts, each of which has a specific User name and Password, as

well as an account-specific Privilege Set. Each Privilege Set determines what device features the account
can access.
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By default, APC NetBotz devices come pre-configured with a Administrator user name (the default user
name and password is apc/apc). However, you may have changed the user settings on your devices to
enhance the security of your devices.

The Device Security Settings task enables you to configure InfraStruXure Central with the Supervisor/
Administrator User ID and Password to use when accessing your devices. Depending on your needs, you
can specify a default User ID and Password to use for all of your devices, specify multiple User IDs and
Passwords to use on devices that have an IP address that falls within a specified range of addresses, or
specify multiple IP address-specific User IDs and Passwords.

Starting the Device Security Settings Task

To start the Security Settings task, select from the Tools pull-down menu Server Administration >
Device Security Settings.

Creating Device Security Settings Configurations

By default, InfraStruXure Central comes pre-configured to access all NetBotz devices using the
default Administrator User name/Password (apc/apc). If you haven’t changed the Administrator
User name/Password from the default, you can move on to the next Tutorial topic, Discovering
Your Devices. However, if you have assigned a new Administrator User name/Password to
some or all of your devices you will need to create additional Device Security Settings
configurations for your devices. Before continuing, you should put together a list of the
Administrator User name/Passwords you use for your devices.

For this example, we will assume you have devices installed in the 192.168.1.* and 192.168.2.*
subnets of your network, and that you have specified a Administrator User name/Password of
apcl/apcl to all of the devices in the 192.168.1.* subnet and a Administrator User name/
Password of apc2/apc2 to all of the devices in the 192.168.2.* subnet.

but this example should provide you with a working understanding of the Device Security
Settings task so that you can create Device Security Settings configurations that fit your

@ Obviously this probably does not accurately reflect your particular device configuration,
Note needs.

To enable InfraStruXure Central to manage all of the devices, you will need to create two separate Device
Security Manager configurations: one for the 192.168.1.* subnet and a second for the 192.168.2.* subnet.

1. Click Create and then create a Device Security Settings configuration for the devices 192.168.1.*
subnet.
a. The Create Security Entry window opens.
b. Type in the IP Range field 192.168.1.*.

c. If you are using a port other than port 80 for device network communications, type in the Port
field the port number in use.

d. Type in the User ID field apcl.
e. Type in the Password field apcl.
f. Click OK to save this configuration.
2. Click Create and then create a Device Security Settings configuration for the devices on the
192.168.2.* subnet.
a. The Create Security Entry window opens.
b. Type in the IP Range field 192.168.2.*.

InfraStruXure Central 4.1 User’s Reference



Getting Started

c. If you are using a port other than port 80 for device network communications, type in the Port
field the port number in use.

d. Type in the User ID field apc2.
e. Type in the Password field apc2.
f. Click OK to save this configuration.

3. Click the X in the upper right-hand corner of the window to close the Device Security Settings
window.

Discovering Your Devices

InfraStruXure Central can automatically search a user-specified IP address range on your network for
supported management and SNMP devices. If new devices are discovered, InfraStruXure Central will
add them to the All Devices device group. Later, when you have defined additional device groups,
discovered devices will be automatically added to any appropriate device groups. Before devices can be
discovered, however, you must configure the InfraStruXure Central Discovery Settings.

Starting the Discovery Settings Task

To start the Discovery Settings task, select from the Tools pull-down menu Server Administration >
Discovery Settings.

Configuring InfraStruXure Central Discovery Settings

For this example, we will assume you have management devices installed in the 192.168.1.* and
192.168.2.* subnets of your network, that all of the management devices on subnet 192.168.1.* are
configured to use port 80 for network communications, that all of the management devices on subnet
192.168.2.* are configured to use port 100 for network communications, and that you want to discover
management devices each Sunday at 5:00PM.

but this example should provide you with a working understanding of the Discovery

Obviously this probably does not accurately reflect your particular device configuration,
@ Settings task so that you can create discovery configurations that fit your needs.

Note

1. Click Create and then create a discovery configuration for devices on the 192.168.1.* subnet.
a. The Create Discovery Entry opens.
b. Select the Management device radio button and then click Next.
c. Type in the IP Range field 192.168.1.*.
d. Type in the Port Range field 80.
e

. Specify SSL Options. By default, Do not use SSL is selected. If desired, you can configure the
Discovery Settings to use SSL if available, require SSL without verification, or require SSL with
verification.

f. Check the Enable schedule check box. If discovery is not enabled, the discovery settings are
saved but no discovery functions are actually carried out.

g. Click Sunday in the Days check boxes. This is the day of the week the discovery process will
run.

h. Use the Time controls to specify 5:00 PM. This is the time of day the discovery process will run.
i. Click Finish to save this configuration.

2. Click Create and then create a Discovery configuration for devices on the 192.168.2.* subnet.
a. The Create Discovery Entry opens.
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. Select the Management device radio button and then click Next.
. Type in the IP Range field 192.168.2.*.
. Type in the Port Range field 100.

. Specify SSL Options. By default, Do not use SSL is selected. If desired, you can configure the
Discovery Settings to use SSL if available, require SSL without verification, or require SSL with
verification.

f. Check the Enable schedule check box. If discovery is not enabled, the discovery settings are
saved but no discovery functions are actually carried out.

g. Click Sunday in the Days check boxes. This is the day of the week the discovery process will
run.

h. Use the Time controls to specify 5:00 PM. This is the time of day the discovery process will run.
i. Click Finish to save this configuration.

T o O T

3. Now, unless it’s Sunday and about 4:55PM you probably don’t want to wait for the discovery
process to begin. You can use the Start button to instruct InfraStruXure Central to run any selected
discovery configuration immediately. To run discovery on your subnets right now, select each
discovery setting and then click Start.

4. Click the X in the upper right-hand corner of the window to close the Discovery Settings window.

Creating Device Groups

36

InfraStruXure Central makes it easy to organize and manage your physical infrastructure devices by
enabling you to create device groups. Device group definitions enable you to more easily manage devices
by sorting them automatically into smaller device groups. Device groups also enable you to set security
policies for your device groups by specifying what local user accounts or local user groups can access the
device and group and usage privileges they have while doing so.

The contents of your device groups can also be dynamic or static. Static device groups do not change,
even if new devices are discovered on the network which conform to the device groups settings, while
dynamic device groups are automatically updated to include newly discovered devices that fit the device
groups settings.

Starting Device Group Administration

To start the Group Administration task, select from the Tools pull-down menu Server Administration >
Device Group Administration. When you start the Device Group Administration task all currently
defined device groups are displayed in a tree view. If you have not defined new device groups the only
device group shown will be the All Devices group, which contains all devices that have been discovered
on your network. To view the settings of a previously created device group select it from the tree view.

Creating New Device Groups

For this example, we will assume you want to create two new device groups: one device group that is for
all management devices that are installed on the 192.168.1.* subnet, and a second device group that is
only for NetBotz 500 management devices that are installed on the 192.168.2.* subnet. We will also
assume that both of these device groups will be dynamic.

but this example should provide you with a working understanding of the Device Group

Obviously this probably does not accurately reflect your particular device configuration,
@ Administration task so that you can create device groups that fit your needs.

Note

1. Click Create and then create a new device group that will contain any NetBotz management
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devices on the 192.168.1.* subnet.

. Type in the Label field Devices on 192.168.1.*.
. Leave the Parent drop box set to All Devices (note that you can also nest device groups within

other device groups, if desired).

. Select the Dynamic tab and then use the controls at the bottom of the window to build rules for

this device group.

. Click More to add a new set of rules controls to the interface.
. Select IP address > equals and then type 192.168.1.* in the rules field.

Select the Security tab. This pane displays a list of all local user accounts and local user groups
that currently are permitted to access this device group, and also displays the Device privilege
and Surveillance privilege settings for each local user account or local user group. We'll leave
these settings unchanged for now.

. Click OK to save this device group. Your new device group appears in the Device Group

Navigation pane and any previously discovered devices that apply to these device groups are
automatically added to your device groups.

2. Click Create and then create a new device group that will contain only NetBotz 500 model
management devices on the 192.168.1.* subnet.

a.
b.

> Q —Hh O O

Type in the Label field NetBotz 500 devices on 192.168.1.*.

Leave the Parent drop box set to All Devices (note that you can also nest device groups within
other device groups, if desired).

. Select the Dynamic tab and select the Devices must match all of the following radio button.

Then use the controls at the bottom of the window to build rules for this device group.

. Click More to add a new set of rules controls to the interface.
. Select IP address > equals and then type 192.168.1.* in the rules field.

Click More to add a new set of rules controls to the interface.

. Select Model > equals > 500.
. Select the Security tab. This pane displays a list of all local user accounts and local user groups

that currently are permitted to access this device group, and also displays the Device privilege
and Surveillance privilege settings for each local user account or local user group. We'll leave
these setting sun changed for now.

Click OK to save this device group. Your new device group appears in the Device Group
Navigation pane and any previously discovered devices that apply to these device groups are
automatically added to your device groups.

About Devices that Appear in Multiple Device Groups

Depending on your device group configuration, it is possible for individual devices to appear in multiple
device groups. For example, if you have both an All Devices device group and a second device group that
includes only rack model NetBotz devices, all of your rack model NetBotz devices will be included in
both the RackBotz device group and the All Devices device group. This will have no effect on the size of
your InfraStruXure Central database. Though devices can be included in multiple device groups, the data
for each device is stored in the InfraStruXure Central database only once.
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Creating User Accounts

38

Use the selections available from the User/Group Administration task to create or modify local user
accounts and local user groups for your InfraStruXure Central server. Local user accounts on your
InfraStruXure Central server are allowed access only to specified device groups User/Group
Administration also enables you to create local user groups. Local user groups are collections of local
user accounts. When local user accounts are added, you can simply add the new local user account to a
previously defined local user group. You can also create local user groups that automatically enable full
administrator privileges for any local users that are added to the group. If a user account or user group is
not specifically created with administrator privileges, the user privileges will be determined by the
Security settings of the device group to which they are added.

Starting User/Group Administration

To start the User/Group Administration task, select from the Tools pull-down menu Server
Administration > User/Group Administration.

Creating New User Accounts

For this example, we will assume you want to create two new user accounts: one account (for Userl) that
will have Administrator access to InfraStruXure Central, and one account (for User2) that will have only
the default access permitted by the device group to which it is later added.

this example should provide you with a working understanding of the User/Group

Obviously this probably does not accurately reflect your particular user account needs, but
@ Administration task so that you can create user accounts that fit your needs.

Note

After starting the User/Group Administration task, select the User Administration tab.

1. Click Create and then create a new user account that will enable User1 to log into the InfraStruXure
Central server as a member of the Administrator user group. By default, members of the
Administrators user group have View and Modify permissions on all InfraStruXure Central
services.

. The Create User window opens. Select the User Information tab.

. Check the Enabled check box.

. Type Userl in the User name field.

. Type Userl1’s name in the Full Name field.

. Type a password for Userl in the Password and Verify Password fields.
Type Userl’s e-mail address in the E-mail Address field.

. If desired, type additional information in the Description field.

. Select the User Roles tab.

Check the InfraStruXure Central administrator check box. Leave the InfraStruXure Central
Proxy Access check box unchecked.

J. Select the User Group Membership tab. The controls on this pane enable you to add the user
account to one or more of the previously defined user groups. However, because this is a new
user account, no user groups will be listed in this pane. Click Add User Group, then select
Server Administrators from the list of available groups and click OK.

k. Click OK to save this user account.
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2. Click Create and then create a new user account that will enable User2 device group privileges that
are defined by the Security settings of each device group on your server.
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. The Create User window opens. Select the User Information tab.

. Check the Enabled check box.

. Type User2 in the User name field.

. Type User2’s name in the Full Name field.

. Type a password for User2 in the Password and Verify Password fields.
Type User2’s e-mail address in the E-mail Address field.

. If desired, type additional information in the Description field.

. Select the User Roles tab.

Leave both the InfraStruXure Central administrator and the InfraStruXure Central Proxy
Access check boxes unchecked.

J. Select the User Group Membership tab. The controls on this pane enable you to add the user
account to one or more of the previously defined user groups. However, because this is a new
user account, no user groups will be listed in this pane. Click Add User Group, then select
Server Administrators from the list of available groups and click OK.

k. Click OK to save this user account.
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. Click the X in the upper right-hand corner of the window to close the User/Group Administration

task. When Userl or User2 attempt to log into the InfraStruXure Central server, their user accounts
will determine the level of access they have to your devices, device groups, and InfraStruXure
Central services.

Creating and Editing Groups

You can use local user groups to quickly and easily organize your local user accounts into groups for
simplified user account management. Local user groups can also be created that automatically enable full
administrator access to all InfraStruXure Central functionality on all local user accounts that are added to
the local user group.

To create a user group, or to edit a previously defined user group:

1.

Start the User/Group Administration task and then select the Local User Groups tab. A list of all
currently defined local user groups is displayed.

. To create a new user group, click Create. To edit a previously defined user group select the user

group and then click Edit.

. The New User Group (or Edit User Group, if you are editing a previously created account) window

appears. This window consists of 3 tabbed panes: The Group Information pane, the Group Roles
pane, and the Group Members pane.

Select the Group Information pane and type in the Group name field a name that will be
associated with this local user group.

Select the Group Roles pane. The controls on this pane enable you to configure the local group to
automatically enable full administrator privileges and/or SOCKS proxy to access devices on both
the public network and the internal DHCP LAN (or “private” LAN) when enabled for any local
users that are added to the group. Leave both the InfraStruXure Central administrator check box
and the InfraStruXure Central Proxy Access check box unchecked.

Select the Group Members pane. This pane features a list of local user accounts that are members
of this local user group. To add a local user account to this local user group, click Add User, select
one or more previously defined local user accounts from the Choose User(s) pane, and then click
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OK.

7. Click OK to save your local user group settings.

Using Sensor Imaging

40

Sensor Imaging enables you to see at a glance the general state of each of your devices. Once you have
defined a range of values for the currently selected Display Sensor, the color of the device icon will
change to reflect where it's current sensor reading falls in the display imaging range. By setting imaging
values that range from the optimal value to a value that equals the value at which an alert will be triggered
you can use display imaging to spot “trouble spots” in your facilities before alerts start going off.

Sensor Imaging is enabled by default, with a default value range pre-configured for each of the device
sensors. To enable or disable Sensor Imaging:

1. Right-click on the Map View. This will open a context menu.
2. Click Use Sensor Imaging > On (or Off).

Depending on your environment and needs, you may wish to change the Sensor Imaging values for your
devices. To review or change your Sensor Imaging settings:

1. Right-click inside the Map View. This will open a context menu.

2. Click Sensor Imaging Preferences. The Sensor Imaging Preferences window opens.

¥ Sensor Imaging Preferences

:5ensor Imaging || Transparency

Yalue Background Foreground

Dew Point

Humidity Marmal color ]

Particles (Ex3)|  High Color (200 | &1 |
Temperature

oK ” Cancel ][ Help ]

3. Select a sensor from the Sensor List selection list to view its current Sensor Imaging configuration.
Once you select a sensor, the high and low values used to define the Senor Imaging range for that
sensor are displayed in the Low Color and High Color fields. Also, the colors that are currently
defined for the Low, Normal, and High Sensor Imaging states are shown in the Low Color, Normal
Color, and High Color drop boxes.

If the sensor value that is reported by a device is less than the value you specify for the sensor in the
Low Value field then a semi-transparent block of the Low Color will appear behind the device
icon. If the sensor value that is reported by a device is higher than the value you specify for the
sensor in the High Value field then a semi-transparent block of the High Color will appear behind
the device icon. If the value falls between or equals either the Low and High values then a semi-
transparent block of the Normal Color will appear behind the device icon.
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If you want to change any of these settings for a sensor, simply select the sensor, specify new low
and/or high values, and select new Sensor Imaging colors as desired. You can also use the slider
control in the Transparency tab to adjust the transparency of the Sensor Imaging color blocks that

appears behind the icon in the Map view.

4. When you are finished, click OK to save your new Sensor Imaging configuration.
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The InfraStruXure Central Console

The InfraStruXure Central console is a stand-alone Java application that is used to access and manage
the InfraStruXure Central server. Before you can use the InfraStruXure Central console you must first
install the application using your InfraStruXure Central Installer CD-ROM. If you have already
installed the InfraStruXure Central console, click Start > Programs > InfraStruXure Central
Console > InfraStruXure Central Console to start the application.

If you have not installed the application, use your InfraStruXure Central Installer CD-ROM to do so.
Alternately, you can point your web browser at the IP address or hostname of the InfraStruXure
Central server and install the InfraStruXure Central console from the server’s welcome screen.
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You can also use the InfraStruXure Central welcome screen to:
« Launch the InfraStruXure Central console (if it has been installed)
 View online help topics
 View the InfraStruXure Central User’s Reference (this document) in PDF format
* Install Adobe Acrobat Reader

Click Install InfraStruXure Central Console to install the InfraStruXure Central console. After you
have finished installing the application, click Start > Programs >InfraStruXure Central Console >
InfraStruXure Central Console to start the application.
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Logging Into InfraStruXure Central
You will next be prompted to choose a InfraStruXure Central server to which you will log in.

9 Choose Server @

® Enter an IP address or hosthame of an InfraStruXure Central server.

Server howler.netbotz.com v Remove...

IP Address or Hostname | howler.netbatz.com

[] Connect using SSL

User apc
Password | ***

Save this Password

[ 0K J[ Cancel I

If you have previously logged into a InfraStruXure Central server using this console you can simply
select the IP address or host name of the server from the Server selection box. Otherwise:

1. Type the IP address or host name of the InfraStruXure Central server in the IP Address or Host
Name field.

2. If the server is configured to communicate on a port other than port 80, type the port number into the
Port field.

3. If you will be using a SOCKS or HTTP proxy server to access your InfraStruXure Central server,
click Configure Proxy and then provide the necessary information about the proxy in use. Click
OK when you have finished entering proxy server information.

4. 1f your InfraStruXure Central server is configured to use SSL for secure communications between
the InfraStruXure Central server and your console, check the Connect Using SSL check box. For
information on how to configure your InfraStruXure Central server to use SSL, see “Using the
Secure Sockets Layer (SSL) Pane” on page 101.

5. Type in the User and Password fields the user ID and password for your InfraStruXure Central user
account. If this is the first time you have used this InfraStruXure Central server and a InfraStruXure
Central administrator has not created a user account for you to use, use the default User 1D and
Password as follows:

User Name: apc
Password: apc

If a InfraStruXure Central administrator has created a user account for you, log in using the User
Name and Password that were assigned to you.

6. Check the Save this Password check box to save your user ID/password information.

7. Click OK to start the InfraStruXure Central console and to log into the server.
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Interface Navigation

After you have logged in, you will see the InfraStruXure Central console. The InfraStruXure Central
console is divided into three main regions, or panes. The upper-left corner pane is called the Device
Group Navigation pane. The lower-left corner pane is called the Device Selection pane. Finally, the right-
side pane is called the Action/Information pane.

Configuring Offline Devices

If a device goes offline, InfraStruXure Central will assume that the offline state is a temporary event.
When a device is in an offline state you can still perform Mass Configuration tasks on the device.
InfraStruXure Central will store these tasks in the Management Device Job Control queue, and will
automatically perform the tasks as soon as the device comes back online.

The Device Group Navigation Pane

The Device Group Navigation pane displays a tree view of all device groups that are defined for this user
account. The Device Group Navigation pane also functions as a basic status monitoring view. If a
monitored device reports an alert the device group (or device groups, if the device is included in multiple
device groups) to which the device belongs turns red.

About Device Groups

Device groups contain monitored devices (such as NetBotz devices, camera pods, sensor pods, and other
physical infrastructure devices). Device group definitions allow you to more easily manage devices by
sorting them into smaller device groups, called “child groups.” Child groups are nested beneath their
“parent group” in the Device Group selection tree. Device groups enable you to set security policies for
your device groups by specifying what local user accounts or local user groups can access the device and
group and usage privileges they have while doing so.).

Child device groups automatically inherit the settings of their parent device group and can have
additional settings as well. For example, if you create a child device group that contains only NetBotz
500s, and nest it inside a parent device group that includes only appliances with IP addresses in the
192.168.1.* subnet, your new child device group would include only NetBotz 500s with IP addresses in
the 192.168.1.1-192.168.1.256 range.

The contents of a device groups can be dynamic or static. Static device groups do not change, even if new
devices are discovered on the network which conform to the device groups settings, while dynamic
device groups are automatically updated to include newly discovered devices that fit the device groups
settings.

The Device Selection Pane

When you select a device group from the Group Navigation pane, all devices contained within the
selected device group are displayed in the Device Selection pane. Depending on your Client Preferences
(see “InfraStruXure Central Client Preferences” on page 61) each device will be identified by its IP
address, Location value, MAC address, or Hostname.

The Device Selection pane functions as a status monitoring view for the currently selected device group.
If a monitored device in the currently selected device group reports an alert, the device will turn red in the
Device Selection pane. If the device has gone offline it will be “grayed out” and will have a large red X
over its icon. This can be used to simplify troubleshooting and to quickly identify trouble spots.

The Device Selection pane also supports filters. You can use filters to quickly and easily limit the devices
that are displayed in the Device Selection pane. Because the contents of the Device Selection pane
determine what devices are displayed in the various Action/Information pane views (i.e. the Map, Table,
Alert, Graph/Report, Mass Configuration, and Surveillance Views), by filtering the contents of the
Device Selection pane you also filter the contents of all of the other panes as well.
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The Action/Information Pane

Located on the right-hand side of the interface, the Action/Information pane contains a series of buttons
that enable you to view information and perform mass configuration tasks on the devices in the currently
selected device group, or the devices that are currently selected in the Device Selection pane. Each
button, when selected, presents a different view in the Action/Information pane. The Action/Information
pane features 6 buttons:

Action Pane View Description

Map View All devices in the selected device group are displayed as icons.
Current reading reported by a selected sensor is displayed for
each device. The default sensor that is currently selected is
shown above the Map View in the center of the Action/
Information pane. Current status can also be indicated with
sensor imaging. If you select one or more devices from the
Device Selection pane, the icons for the selected devices are
selected in the Map view as well.

Table View Data about all devices in the selected device group are displayed
in a table. Problems, such as device outages or alert conditions
are indicated by a user-defined color (red by default) in the
appropriate field. If you select one or more devices from the
Device Selection pane the entries for the selected devices in the
Table view are selected as well.

Alert View Enables you to easily view all alerts that have been generated by
NetBotz devices in the currently selected device group. Alerts
that contain picture data can also be viewed from this pane if the
alerts are posted to the InfraStruXure Central server using
HTTP Post support (for more information, see “Creating a Send
HTTP Post Alert Action” on page 239). If you select one or
more devices from the Device Selection pane any devices from
the device group to which the selected devices belong that have
reported alerts on the date selected in the Alerts view will be
listed in the Alerts view. If a device appears in the Alerts view
but cannot be selected (and is “grayed out”) then no alerts have
been posted to or collected from the selected device on the
selected date.

Graph/Report View Data about one or more selected sensors, for a user-specified
time period, is collated and then either plotted in a color-coded
line graph or used to generate a report. Data about multiple
devices can be graphed in a single graph view to simplify data
collation and comparison.

Mass Configuration Provides complete mass device configuration functionality,
enabling you to perform all of the tasks necessary for complete
management of all of your devices, one at a time or all at once.
The Mass Configuration panel is divided into two areas: Sensor
& Alerts Settings and Host Device Settings. Each area features a
number of icons that represent the mass configuration tasks that
you can perform.
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Action Pane View

Description

Surveillance View

A separately available license key-based upgrade designed for

use with InfraStruXure Central. Surveillance View enables you
to easily collate, index and view a summary of all surveillance
event images that have been captured on a specified day or
range of days. Surveillance events contain picture data that can
be indexed and viewed as movie-like “clips,” enabling you to
see the sequence of events that caused the Surveillance event to
occur. For more information about the Surveillance View, see
“Surveillance View” on page 267.

Predefined Device Groups

The first time you use the InfraStruXure Central console you will have one predefined device group in
your Device Group Navigation pane: The All Devices device group. The All Devices device group
includes all devices that have been added to or discovered by this InfraStruXure Central server and to
which the currently logged in user account has access. Any device that appears in any other defined
device groups will also appear in the All Devices device group. However, a device can appear in the All
Devices device group even though it is not currently a member of any other defined device group.

Map View

The InfraStruXure Central Map View presents all devices in the currently selected device group in an
easy-to-monitor graphic display. Colors are used to indicate the current state of each devices in the device
group, alerts or network outages are easily noted, and the current reading of a selected sensor is displayed
for all devices. You can also use custom background graphics and rearrange the contents of the device
group to better represent the physical environment in which the devices are installed, making it easier to
locate problem areas in your installation.
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To use the Map view, select a device group from the Device Group Navigation pane and then click the
Map tab. The devices that are part of the selected device group appear in the Map view window. Each

device is sh

own as an icon, along with a display name (IP address, location value, or hostname,

depending on your Client Preferences), and a current sensor reading. Also, any devices that are in Post

Only mode,
and black a

or that are connected to devices that are in Post Only mode, are indicated with a small yellow
rrow icon as shown below:

Icon background color indicates Indicates that the device
Sensor Imaging status (if enabled). is in Post Only mode or is
In this case, Red = High, Yellow = connected to a device
Normal, and Green = Low. g= that is in Post Only mode.

Appliance !abel background color =

indicated appliance status. In this that is currently selected
case, Red = Alerting, Yellow = Offline from the View Sensor
or Unreachable, and White = OK. menu.

The default sensor that is currently selected is shown above the Map view, in the center of the Action/
Information pane. If you select one or more devices from the Device Selection pane, the icons for the
selected devices are selected in the Map view as well. To access other InfraStruXure Central Map View
functions, right-click on the Map view to open the Map View context menu. The following selections are
available from this context menu:

Context Menu Selection Description

New...

Adds a user-specified management device or SNMP device.
For more information, see “Adding New Devices” on

page 111.

Note: If the added device does not meet the configuration
criteria for inclusion in the currently selected device group, the
device group will not be shown. However, the device will be
automatically added to any dynamically defined device groups
with appropriate configuration criteria.
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Context Menu Selection Description

Delete device Deletes all selected devices.

Note: Deleting a device purges all data associated with the
device from the InfraStruXure Central database and also
deletes the device from any other device groups in which it
exists, including other device groups to which you may not
have access. Improper use of this function could result in loss
of data and could also impact other InfraStruXure Central
users.

Delete monitored device Deletes all selected monitored devices (such as Sensor Pod
120s or Camera Pod 120s).

Note: Deleting a monitored device purges all data associated
with the monitored device from the InfraStruXure Central
database and also deletes the monitored device from any other
device groups in which it exists, including other device groups
to which you may not have access. Improper use of this
function could result in loss of data and could also impact other
InfraStruXure Central users.

Find Device... Simplifies finding specified devices. Type in the IP address,
host name, or location information for the device you are
trying to find. If it is located on the currently selected map it
will be selected for you automatically.

Change Icon Each device displayed in the Map View is represented by a
default device type icon. If desired, you can use the Change
Icon selection to specify a unique device-specific icon instead
of the default icon.

Use Sensor Imaging Use this control to enable or disable Map View sensor
imaging.
Sensor Imaging Preferences Use this control to specify sensor imaging settings. Sensor

imaging enables you to see at a glance the general state of each
of your devices. Once you have defined a range of values for
the currently selected sensor, the background color behind a
device icon will change to reflect where it’s current sensor
reading falls in the sensor imaging range.

By setting imaging values that range from the optimal value to
a value that equals the value at which an alert will be triggered
you can spot “trouble spots” in your installations before alerts
start going off.

Selection Use this control to quickly select or un-select all devices in the
Map View.
Sort by Alert When enabled, the Sort by Alert function automatically sorts

the devices in your map, displaying any devices that are offline
first, followed by any devices that are reporting an alert,
followed finally by device that are online and in a normal state.
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Context Menu Selection

Description

Edit Map

Use the selections available from the Edit Map menu to create
a custom map, delete a previously saved custom map, specify
icon preferences, add a custom background image to your
Map, and to specify sensor display preferences. For more
information, see “Editing Map Settings” on page 252.

View Current Sensors

Opens a window that displays the current sensor readings and
image capture for the selected device.

Launch Browser

Opens your system's web browser and directs it at the URL of
the selected device.

Request Device Scan

Select this to cause InfraStruXure Central to initiate a scan of
the selected SNMP device immediately.

Mass Configuration

Use this flyout menu to quickly select and start Mass
Configuration tasks on the selected devices.

Filters

Enables you to create, edit, or delete filters. These filters are
used to determine which devices are included in the Map and
Table View. For more information, see “Creating or Editing
Filters” on page 57.

Tutorial

Select Tutorial to display the InfraStruXure Central tutorial.
Once you have opened the tutorial it will automatically start
each time you start the InfraStruXure Central console until you
un-check the Show this at next startup check box.

Help

Select Help to view the InfraStruXure Central online help.

For more information on the Map view, see “Using the Map View” on page 249.
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Table View

The InfraStruXure Central Table view presents all devices in the currently selected device group in an
easy-to-monitor and read table display. Colors are used to indicate the current state of each device in the
device group making alerts or offline devices easy to spot. You can also use Table Preferences to specify
the data that is displayed for each device.
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To use the Table view, select a device group from the Device Group Navigation pane and then click the
Table button. Data about all devices in the selected device group are displayed in a table. Problems, such
as device outages or alert conditions, are indicated by a user-defined color (red by default; for information
on how to change the default colors see “InfraStruXure Central Client Preferences” on page 61) in the
appropriate field. If you select one or more devices from the Device Selection pane the entries for the
selected devices in the Table view are selected as well.

To access other InfraStruXure Central Table view functions, right-click on the Table view to open the
Table View context menu. The following selections are available from this context menu:

Context Menu Selection Description
New... Adds a user-specified management device or SNMP device.
For more information, see “Adding New Devices” on
page 111.

Note: If the added device does not meet the configuration
criteria for inclusion in the currently selected device group, the
device group will not be shown. However, the device will be
automatically added to any dynamically defined device groups
with appropriate configuration criteria.
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Context Menu Selection

Description

Delete Device

Deletes all selected devices from the current Map.

Note: Deleting a device purges all data associated with the
device from the InfraStruXure Central database and also
deletes the device from any other device groups in which it
exists, including other device groups to which you may not
have access. Improper use of this function could result in loss
of data and could also impact other InfraStruXure Central
users.

Delete Monitored Device

Deletes all selected monitored devices (such as Sensor Pod
120s or Camera Pod 120s) from the currently selected group.
Note: Deleting a monitored device purges all data associated
with the monitored device from the InfraStruXure Central
database and also deletes the monitored device from any other
device groups in which it exists, including other device groups
to which you may not have access. Improper use of this
function could result in loss of data and could also impact other
InfraStruXure Central users.

Table Preferences

Use this control to specify what device data will be displayed
for each device in the Table view.

Export Table

Use this control to export the appliance data displayed in the
table to a delimited value file.

View Current Sensors

Opens a window that displays the current sensor readings and
image capture for the selected appliance.

Request Device Scan

Select this to cause InfraStruXure Central to initiate a scan of
the selected SNMP device immediately.

Launch Browser

Opens your system's web browser and directs it at the URL of
the selected device.

Filters

Enables you to create, edit, or delete filters. These filters are
used to determine which devices are included in the Map and
Table View. For more information, see “Creating or Editing
Filters” on page 57.

Tutorial

Select Tutorial to display the InfraStruXure Central tutorial.
Once you have opened the tutorial it will automatically start
each time you start the InfraStruXure Central console until you
un-check the Show this at next startup check box.

Help

Select Help to view the InfraStruXure Central online help.

Alert View

52

For more information on the Table view, see “Using the Table View” on page 255.

The InfraStruXure Central Alert view enables you to easily view a summary of all alert events that were
reported by any selected devices on a user-specified day. Any alert events that were active on the
specified date as displayed, as are any alert events that were resolved on the selected date, regardless of
when the alert event began. Alert events begin at the time a specified threshold is exceeded and end when
the alerting sensor has returned to a “normal” state. Therefore, depending on the nature of the alert, an
alert event can continue for more than one day.
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Alerts that contain picture data can also be viewed, provided that the alert has been posted to the
InfraStruXure Central server using the device HTTP Post support (see “Creating a Send HTTP Post Alert
Action” on page 239 for more information) or the Send to InfraStruXure Central alert action.

If you select one or more devices from the Device Selection pane only the selected devices will be listed
in the Alerts view. If a device is not selectable in the Alerts view (and is “grayed out”) then no alerts have
been posted to or collected from the selected device on the selected date.
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Only alerts that are generated by devices from which InfraStruXure Central collects data

or that post their alert data to the InfraStruXure Central server using HTTP post support

are available from the Alerts view. For more information of collecting data from your
Note devices, see “Data Collection/Monitoring Settings” on page 75.

To see a summary of all alerts that were generated on a particular date, select that date using the calendar
control in the Alerts view. Dates on which no alerts have been generated or for which there is no alert data
are grayed out in the calendar.

For more information on the Alerts view, see “Using the Alert View” on page 257. For information on
configuring your devices to generate alerts see “Mass Configuration: Sensor and Alert Settings” on

page 113, “Alert Actions” on page 115, and “Alert Profile” on page 117. For information on configuring
your devices to send HTTP Post data about alerts to your InfraStruXure Central server or an HTTP server
see “Creating a Send HTTP Post Alert Action” on page 239 and “Creating a Send to InfraStruXure
Central Alert Action” on page 225.
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Graph/Report View

The InfraStruXure Central Graph/Report view enables you to generate reports, for a user-specified time
period, from the data collected from the sensor data collected by one or more devices. The data can be
plotted in a graph to simplify data collation and comparison, or it can be can be collated into a single
report to simplify data collation, collection, and comparison. Report data (or from a selected portion of
the report) can be exported to a server and saved for future reference. Report data can also be exported as
a delimited value text file.
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To use the Graph/Report view:

1.

Select a device group from the Group Navigation pane, or one or more devices from the device
selection window, and then click the Graph/Report button.

. If you would like to name this report so you can save it and re-run it later, type a name in the Report

label field.

You must provide a report label to save reports for use later.

Note

. Specify the time period for which the report will be run by selecting either the Date Range or

Relative Date radio button.

— If you select Date Range, and use the two calendar controls to specify the date range for the
graph.

— If you select Relative Date, select the time period prior to the present (Today, Last 24 Hours, Last
Week, etc.) for which data will be collected.

Select from the View pages by drop box what portion of the total amount of data will be shown in
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each page of the resulting report or graph.

5. Select from the Graph interval drop box the time interval for which data will be included in the
resulting report or graph.

6. Select from the Sensor tree the sensors for which data will be included in the resulting report or
graph and then click the right arrow button to add the sensors to the list on the right. To remove
sensors from the list, select them and then click the left arrow button.

7. Check the Highlight alerting sensors check box to highlight the names of sensors that are reporting
alerts in the graph or report. In a graph, the sensors that are reporting an error will be shown with a
heavier line. In a report, the entries in the report that correspond to alert states will be highlighted.

8. Check the Only show alert and clear check box to include only the alert and alert cleared values for
the selected sensors. This option is used only when generating a report and has no effect on graphs
that are generated using the Graph view.

9. Click the button that corresponds to the graphing or reporting function you wish to perform.
— Click Run Graph to generate a graph of the collected data.
— Click Run Report to generate a report from the collected data.

— Click Export Report to export and save the collected data as a delimited text file.

Each line that is shown in the graph corresponds to a single sensor on a single selected device. A table
showing which line color corresponds to which device and sensor appears at the bottom of the Graph/
Report window.

To select a portion of a graph and display only the selected data click and drag a box around the portion of
the graph that you want to view. The data points from the selected area of the graph will then be re-
graphed. To restore the full graph, right-click on the graph and select Zoom Out.

The graph can be saved as a graphic file (JPG or BMP format). To save the graph as a graphic file, right-
click on the graph and select Save Graph.

For more information about the Graph/Report view, see “Using the Graph/Report View” on page 259.
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Mass Configuration View

The InfraStruXure Central Mass Configuration view provides complete mass device configuration
functionality, enabling you to perform all of the tasks necessary for complete management of all of your
devices, one at a time or en masse. The Mass Configuration panel is divided into two areas: Sensors
Settings and Device Settings. Each area features a number of icons that represent the mass configuration
tasks that you can perform.

@ Infrastruxure Ceniral - Mass Configuration [isxc02.aus-lab,netbetz.com|
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To perform a mass configuration task, first select a device group from the Device Group Navigation pane
and then double-click on the appropriate mass configuration icon. For detailed information about the
various mass configuration tasks that can be performed, see “Mass Configuration: Sensor and Alert
Settings” on page 113 and “Mass Configuration: Device Settings” on page 159.

About Deleting Devices

Depending on your device group configuration, it is possible for individual devices to appear in multiple
device groups. For example, if you have both an All Devices device group and a second device group that
includes only rack-model devices, all of your rack-model devices will be included in both the rack-model
devices group and the All Devices device group. Though devices can be included in multiple device
groups, the data for each device is stored in the InfraStruXure Central database only once.

Deleting a device also purges all data associated with the device from the InfraStruXure
Central database. As a result, when you delete a device from a device group the device is
also deleted from any other device groups in which it exists, including other device
groups to which the user may not have access.

For more information, see “User/Group Administration” on page 106.
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Using Filters

You can use filters to quickly and easily limit the devices that are displayed in the Device Selection pane.
Because the contents of the Device Selection pane determine what devices are displayed in the various
Action/Information pane views (i.e. the Map, Table, Alert, Graph/Report, Mass Configuration, and
Surveillance Views), by filtering the contents of the Device Selection pane you also filter the contents of
all of the other panes as well.

By default, the contents of the Device Selection groups are unfiltered. This means that when a Device
Group is selected from the Group Selection pane, the Device Selection pane will include the following
devices if they are present in the selected groups:

» Management devices with docked pods
« Management devices without docked pods

 Other physical devices that are connected to the management devices via a USB port (such as
Sensor Pod 120s, Camera Pod 120s, CCTV Adapter Pods, and 4-20 mAmp Sensor Pods)

« Other devices that are connected to the management devices via your network (such as SNMP-
based devices that have been configured for use with the Device Crawlers or Device Scanners tasks,
or IPMI-based devices that have been configured for user with the IPMI Devices task)

You can use filters to easily limit which of these devices are displayed, enabling you to more easily
manage your devices.

Creating or Editing Filters
To create or edit a filter:

1. Right-click in either the Device Selection pane or the Action/Information pane and select Filters....

2. The Filters... window opens. To create a new filter, click Add. To edit a previously created filter,
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select the desired filter and then click Edit.

Filter name: ||
Host Filter s

(%) Show all hostdevices () Show only hostdevices () Show no host devices

() Show only docked attached devices with host devices ) Show only docked allached devices without host devices
Additional Filtes s

] Show aleding devices only ] Show sunveillance devices only
(&) Device must match all of the following () Device may match any of the following
[ Treat values as reqular expressions

Host Davice » | P Address ¥ equals b

More | Less  |[  Test |
[ox ][ cancer | [ hew |

3. The Add or Edit Filter window opens. This window contains the following controls:

Field Description

Filter name The name that you will use to describe this filter.
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Field Description

Management device display filters | These controls determine how management devices will be
displayed in the filtered results.You can select from the
following options:

« Show all management devices: All management devices will
be included in the filtered results. Docked pods, undocked
pods, and devices connected to management devices via USB
or network connections are shown.

« Show no management devices: Management devices are
filtered from the results. Docked pods, undocked pods, and
devices connected to management devices via USB or network
connections are shown.

« Show only docked pods with management devices: Only
management devices to which a Sensor Pod 120, Camera Pod
120, or CCTV Adapter Pod has been docked will be shown in
the filtered results. Undocked pods, devices connected to
management devices via USB or network connections, and
management devices to which pods have not been docked are
automatically filtered from the results.

« Show only docked pods without management devices: Only
the pods that are docked with management devices are show.
The management devices to which the pods are docked,
undocked pods, devices connected to management devices via
USB or network connections, and management devices to
which pods have not been docked are automatically filtered
from the results.

Show only alerting devices Any devices that are not currently reporting an alert state are
filtered from the results.

Show Surveillance Shows only devices that have been licensed for use with
Surveillance.
Additional Filters controls Click More to add another set of filter controls to the window.

Use these controls to add additional filters that will further limit
the devices that are included in the filtered results.

4. Select a Management device display filter.
5. If desired, check the Show alerting devices and/or Show Surveillance check boxes.

6. If desired, use the Additional Filters controls to further refine the results. Additional filters enable
you to limit your filtered results to specific management devices or monitored devices that fit user-
specified criteria. To define an additional filter:

a. Select the Device must match all of the following or Device may match any the following radio
button.

* If you select Device must match all of the following and you define 2 or more Additional
Filters, only devices that meet the conditions specified in all of the Additional Filters will be
included in the results.

« If you select Device may match any of the following and you define 2 or more Additional
Filters, only devices that meet the conditions specified in 1 or more of the Additional Filters
will be included in the results.
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b. Check the Treat values as regular expressions check box to enable greater control of wildcard

value definitions in the additional filter controls.

. Define the filter.

i. First select the type of device to which the filter applies (Management Device or Monitored
Device).

ii.Select the value that will be used to determine whether the device is included in the filtered

results. You can choose to filter devices based on IP address, Hostname, Type, Model, Location
or Other. If you select Other you must also provide the name of the qualifying value.

iii.Specify whether the device will be included in the filtered results if the value equals, does not
equal, contains, or does not contain the discerning value information that is contained in the
last field.

iv.Either select from or type in the last field the discerning value that will be used to determine
whether or not devices are filtered from the results.

d. To add another Additional Filter definition, click More. To remove the last Additional Filter

definition from the list, click Less. To test the results of the current filter definitions click Test.

7. When you've finished defining your filter, click OK to save the filter. Click Cancel to close this
window without saving the filter definition.

Once you've defined a filter, it appears in the Filter drop box, located at the top of the Device Selection
pane. To filter your Device Selection pane contents, select the desired filter from the Filter drop box.
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Client preferences are configured using the Client Preferences interface, available using the
Edit>Preferences menu selection. Use the Client Preferences interface to configure the following
client settings:

* Appearance

¢ Colors

General

Network

User Account

Video Clip Player

Note that these settings apply only to the currently logged in user account, and will not affect other
user accounts or any global InfraStruXure Central settings.

Configuring Client Appearance Preferences

Enables you to change the appearance of your InfraStruXure Central console. Use the controls to
specify the following client preferences:

« Look and Feel: Controls the basic appearance of the interface and the interface controls
(buttons, menus, drop boxes, etc.). You can choose CDE/Motif, Kunststoff, Metal, Windows, or
Windows Classic.

« Toolbar: Controls the appearance of items in the InfraStruXure Central toolbar. You can choose
to use text, icons, or both to identify toolbar selections. If using icons, you can choose to use
small or large icons.

{1# Client Preferences

Look and feel |Windows b
|Colors
General Toolbar
Metwark F] Text

User Account
Widea Clip Player leons

3 Small icons

(&) Large icans

[a]34 H Cancel H Help
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When you’re finished configuring your client appearance, click OK to save your settings.

Configuring Color Preferences

Enables you to configure the colors that will be used to indicate alert states on devices in the Map and
Table view. Use the controls to specify the following client preferences:

* Alert Background and Alert Foreground: Set the background and foreground colors that are used, in
the Map and Table views, to indicate that a device has reported an alert from one of its sensors. The
manner in which the selected colors are used depends on the view in question:

— In the Map view, the Display Name for the device will be shown using the Alert Foreground for
the text of the Display Name and the Alert Background color for the background behind the
Display Name.

— In the Table view, the table cell that corresponds to the device that reported the alert and the
sensor that the alert pertains to will be displayed using the Alert Foreground for the cell text and
the Alert Background color for the cell background.

ii# Client Preferences

EAppearance | Alert backaround _

Alert fareground

|General
|Metwork Selection calar

|User Account
Wideo Clip Player

’ [o]34 H Cancel H Help l

« Selection Color: Sets the color used to indicate selected devices or areas in the interfaces and, in the
Surveillance view (if the Surveillance add-on application has been installed and licensed for use), as
a frame around any surveillance images in which motion has been detected.

Click OK to save your settings.
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Configuring General Client Preferences
Enables you to specify a variety of general console settings. Use the controls to specify the following
client preferences:

« To specify the location in which your system’s web browser is installed, type in the Browser
location field (or use click Browse and navigate to) the drive, directory, and executable name of
your web browser.

« To specify whether devices will be identified in the InfraStruXure Central interfaces using their host
name, IP address, location value, or MAC address select Host name, IP address, Location, or MAC
address from the Display device selection list.

ii# Client Preferences

m”

|Appearance Broveser location | c:iProgram Files\Internet Exploreriisxplore.exe

;CD|DI’S

Display Device |Maodel Name |
[Metwork

WUserAccount | P13 Sound an new ales L1 error ¥

MWideo Clig PI
gl S Display clock in 24 hour [

’ 8134 H Cancel H Help l

* To configure the InfraStruXure Central console to play a sound when alerts are detected, check the
Play sound on new alerts check box.

« To display time in the console using a 24 hour clock style, check the Display clock in 24 hour
check box.

Click OK to save your settings.

Configuring Client Network Preferences

Enables you to set the client network timeout setting and to enable or disable direct connection to
managed devices gathering camera images. Note that Direct connection for camera images must be
checked to enable Two-Way Audio functionality (see “Two-Way Audio Functionality” on page 274).
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Type in the Connection timeout field the amount of time that the InfraStruXure Central console should
wait when attempting to connect to the InfraStruXure Central server before giving up, and check the
Direct connect for camera images check box if desired.

§1# Client Preferences r-—_”EI [g]

Appearance

Colars Connection timeout {seconds) I_}l@_ﬁ

General ; :
| Direct connectfor camera images [

User Account
Video Clip Player

ok || caneel || Hemw

Click OK to save your settings.
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Configuring User Account Preferences

Enables you to specify the password, e-mail address, and description that will be used for the
InfraStruXure Central server's administrator account. The user name for this account is always “apc.” The
default password is “apc” as well.

§i# Client Preferences

w User Account

|Appearance Usgername apc
|Colars Full name Serer Administrator
|General Current password | ]

Mew passward |

Yerify password |

E-mail address |

Diescription

[e]24 H Cancel H Help

To change the password:

1. Type in the Current password field the password that is currently assigned to the administrator
account.

2. Type in the New password field the new password that will be used for the administrator account.
3. Type the new password again in the Verify password field.

4. Click OK to save the new password.

Be sure to type in the E-mail address field an administrator e-mail address: Important system e-mail
notifications will be automatically sent to this address when necessary.
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Configuring Video Clip Player Preferences

Enables you to specify how many MB of disk space should be reserved for use with the built-in video clip
player.

i1 Client Preferences r_—_”E| EI

| Catagan Widea Clip Player

Appearance
Colars Clip disk cache maximum 1IJ_D__¢__| megabytes (ME)
General

I etk
User Account

tideo Clip Player

Ok ][ Cancel H Help

Click OK to save your settings.
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The selections available from the Tools menu enable you to view InfraStruXure Central server

messages, configure settings on the InfraStruXure Central server, configure user accounts, configure
network settings, and perform maintenance tasks on the server. Individual tasks are divided into one
of the following submenus: Messages, Server Administration, Server Control, and Server Messages.

Messages

Select Messages from the Tools pull-down menu to view information generated by the InfraStruXure
Central console application. These messages are generated primarily for logging and debugging
purposes, and may be useful if you should need to contact support.

Server Administration

Use the selections available from the Server Administration submenu to configure settings on the
InfraStruXure Central server, configure user accounts, and perform maintenance tasks on the server.
The following tasks are available from this submenu:

» Backup/Restore Administration
 Data Collection/Monitoring Settings
 Device Group Administration

« Discovery Settings

 Disk Array Management

» Export Administration

« Management Device Job Control

« Management Device Security Settings
» Management Device Timeout Settings
« Install/Upgrade Management

« License Keys

* Server Settings

« Storage Repositories

* Surveillance Administration

* User/Group Administration

For complete information on Server Administration tasks see “Server Administration Tasks” on
page 71.
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Server Control

Use the selections available from the Server Control submenu to restart the InfraStruXure Central
application and device, or to shutdown and power off the device. You can choose from the following
three selections:

* Restart InfraStruXure Central Software: Shuts down and restart the InfraStruXure Central
application on the InfraStruXure Central server.

« Restart InfraStruXure Central Hardware: Shuts down the InfraStruXure Central application, cycles
the power on the device, and restarts the InfraStruXure Central application.

¢ Shutdown/Power-Off InfraStruXure Central Hardware: Shuts down the InfraStruXure Central
application, then shuts down the device as well.

Server Messages

68

Select Server Messages from the Tools pull-down menu to view log file entries generated by the
InfraStruXure Central server. These logs contain information about all of the processes the InfraStruXure
Central server performs, such as device discovery, sensor data monitoring and collection, and user
administration. These messages are generated primarily for logging and debugging purposes, and may be
useful if you should need to contact support.

¥ InfraStruXure Central server Messages

File Window Help

Time Priority Message ‘
Thu 61 13:33:57 CDT 2008 Warn at com.nethotz.server.services.monitor.i.| A |
Thu 61 13:33:57 CDT 2006 |Warn at com.netbotz.server.services.schedul... | —
Thu 61 13:33:57 CDT 2006 [Warn at com.nethotz.job Abstract®orkerJob§...
Thu B 1 13:33:57 CDT 2006 Warm at com.nethotz job. AbstractiorkerJob.d...
Thu 61 13:33:57 CDT 2006 |Warn at com.netbotz job AbstractJob$JobCall..
Thu 61 13:33:57 CDT 2006 [Warn at java.util.concurrent. FutureTask$Sync....
Thu 61 13:33:57 CDT 2006 [Warn at java util concurrent FutureTask runiU...
Thu 61 13:33:57 COT 2006 Warn at com.nethotz.job Abstractlob.run(Abst..
Thu 61 13:33:57 CDT 2006 [Warn at com.nethotzthreadsched.ThreadPoo...
Thu 61 13:33:57 CDT 20086 Warn at com.nethotzthreadsched.Job.run{Jo... | v |
. 4

Message Details

| Yiew Server Messages in Weh Browser |

The messages that are displayed in the InfraStruXure Central Server Messages window correspond to the
contents of nbc.xml, the primary InfraStruXure Central log file. Only the 150 most recent entries are
displayed in this window, and no messages with a DEBUG priority are displayed, regardless of the Server
Administration Log Level setting (configured using the Log Management task. For more information, see
“Log Settings” on page 97). However, complete nbc.xml contents, as well as additional package and
process-specific log files, can be accessed by clicking View Server Messages in Web Browser.
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When you click View Server Messages in Web Browser you are prompted to log in using your
InfraStruXure Central account User ID and Password. Once logged in, click on the log that you wish to
view.

@ Aside from the nbc.xml log, the log files are primarily for use by APC support staff.

Note
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Use the selections available from the Server Administration submenu to configure settings on the
InfraStruXure Central server, configure user accounts, and perform maintenance tasks on the server.
The following tasks are available from this submenu:

» Backup/Restore Administration
 Data Collection/Monitoring Settings

* Device Group Administration

« Discovery Settings

« Disk Array Management

» Export Administration

« Install/Upgrade Management

« License Keys

« Management Device Job Control

« Management Device Security Settings
* Management Device Timeout Settings
* Server Settings

« Storage Repositories

* Surveillance Administration

 User/Group Administration

Backup/Restore Administration

Use the Backup/Restore task to save a copy of your InfraStruXure Central server configuration and
data to a remote network-attached storage system or to restore your InfraStruXure Central
configuration and data using a previously saved configuration backup file stored on a remote
network-attached storage system. The Backup/Restore window consists of 2 panes: The Server
Backup pane, which is used to backup the server configuration and data; and the Server Restore pane,
which is used to restore the server's configuration and data using previously created backup files.
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Server Backup

The Server Backup pane contains a list of previously created backups entries. For detailed information
about each of the previously created backup entries, select the backup entry file form the Backups

selection list and then refer to the Backup Information data beneath the selection list.

1 Server Administration

File Edit Window Help

Data Collection f Monitoring
Cevice Group Administration
Device Security

Discowery Settings

Disk Array Management

Export Administration
InstalllUpgrade Management
License Keys

Look And Feel

| Managerment Device Jok Control

\Server Backup/Restore

Server Seftings

Storage Repositaries
Surveillance Administration
User/Group Administration

Scheduled Days

Scheduled Time

01:00 Ab

Current Status

Managerment Device Timeout Settings|

Backup Details

Destination server: storage$.aus-lab.nethotz.com

Backup type:
Scheduled days:
Start time:

Current status:

Full
Tue
06:00:00 PM

Idle

Remote mount type: Windows

Schedule Enabled:
Scheduled time:
End time:

Last result:

Mo
01:00 An
06:00:00 PM

unknown

Backup Progress
There is currently no backup in progress.

Configuration backup: 0%
Local repository backup: 0%

[ oreate J[  Eat |[ Deete | [ Reload | [ stat |

Help

To create a new Backup entry, or to edit a previously created Backup entry:

1. Select the Server Backup pane and then click Create to add a new Backup entry. To edit a previously
created entry, select the desired Backup entry from the selection list and then click Edit.

2. The Create/Edit Backup Entry window opens. This window contains the following fields:

Field Description

Backup type Select the type of backup that will be performed. You can select:

« Full backup: Creates a new backup file containing a complete
backup of all server data every time

« Synchronization: Performs a backup of all data the first time it
is run, and then backs up only new or changed data on all
subsequent backups

« Configuration: Creates a backup file that contains all server
configuration data (device names and addresses, device
groups, user accounts, and so forth) but which does not include
the data repository

Remote mount type Select the type of file system used by the remote network-
attached storage system. You can choose either NFS or
Windows. Note that the mount type you select alters the contents

of this window.

Server hostname or IP Type in this field the hostname or IP address used by the remote

system.
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Field Description
User name — Windows systems Type in this field the user name that will be used to access the
only remote system.
Password/\erify password — Type in these fields the password that will be used to access the
Windows systems only remote system.

Domain — Windows systems only | Type in this field the name of the domain on which the remote
system that will be used to store the backup file resides.

Share name — Windows systems | Type in this field the name of the share on the remote system on
only which the backup file will be stored.

Share path — NFS mounts only The share path of the NFS mount.

Subdirectory (optional) If desired, enter the name of a subdirectory on the share in which
the backup file will be stored.

Test Mount After specifying a remote file system, host, drive, and directory,
click Test Mount to ensure that InfraStruXure Central can access
the remote system.

Day/Time controls If desired, use these controls to specify days and times at which
backups will occur automatically.

Enable schedule Check this check box to enable the Backup job to run according
to your specified schedule settings.

3. When you've finished specifying the needed information, click OK to save your backup entry and
return to the Server Backup pane.

To backup your server immediately, select a Backup entry and then click Start. To halt a backup that is
currently in progress, select the entry that corresponds to the Backup and then click Stop.
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Server Restore

Use the Server Restore pane to restore your InfraStruXure Central configuration and data using a
previously created InfraStruXure Central backup file stored on a remote network-attached storage
system.

(i Server Administration
File Edit Window Help

Data Collection / Monitoring (= é:ack;up‘ Server Restare |

Device Group Administration —_—
Device Security Remote mount type |Wim:10ws V‘

Discovery Settings
Disk Array Management
Export Administration Username |

Server hostor P |

InstalliUpgrade Management Password |
License Keys

Look And Feel

Management Device Joh Cantrol

LI i eout Settings

Domain |

Share name |

|
J
|
werify password | ]
]
]
J

Subdirectary (optional} |

Storage Repositories Select Backup Data

Surveillance Administration
UserGroup Administration
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To restore your InfraStruXure Central server:

1. Select the Server Restore pane. This pane contains the following fields:

Field Description

Remote mount type Select the type of file system used by the remote network-
attached storage system. You can choose either NFS or
Windows. Note that the mount type you select alters the contents
of this window.

Serve hostname or IP address Type in this field the hostname used by the remote system.

User name — Windows systems Type in this field the user name that will be used to access the

only remote system.
Password/\erify password — Type in these fields the password that will be used to access the
Windows systems only remote system.

Domain — Windows systems only | Type in this field the name of the domain on which the remote
system that contains the database backup file resides.

Share name — Windows systems | Type in this field the name of the share on the remote system on
only which the backup file is stored.

Share path — NFS mounts only The share path of the NFS mount.

Subdirectory (optional) If necessary, enter the name of a subdirectory on the share in
which the backup file will be stored.

2. Fill in the necessary fields, and then click Select Backup Data to specify what portion of the
InfraStruXure Central data stored in the backup file you wish to restore to your server.

during the Database Restore process and will be unable to log back in until the Database

Any users that are logged into InfraStruXure Central will be automatically logged out
@ Restore process is completed.

Note

Data Collection/Monitoring Settings
Use the Data Collection/Monitoring task to:

* View, modify, add, or delete data collection settings for your InfraStruXure Central device groups.
InfraStruXure Central uses the Data Collection settings to determine at what time intervals it should
gather data from all devices that are included in specific device groups.

 Specify the device monitoring settings. Device monitoring determine how often InfraStruXure
Central checks to ensure that the device is responding and available

This task consists of two panes: The Data Collection Settings pane and the Monitor Settings pane.

The Data Collection Settings Pane

Use the Data Collection pane to view, modify, add, or delete data collection settings for your
InfraStruXure Central device groups. The InfraStruXure Central server uses the Data Collection settings
to determine at what time intervals it should gather data from all devices that are included in specific
device groups. Each InfraStruXure Central device groups can have its own Data Collection settings and
schedule.
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Avoiding Redundant Data Collection

All data collection is performed on a device group-by-device group basis. Therefore, devices that appear
in multiple device groups could have data collected from them at multiple times, depending on the Data
Collection settings for each device group to which they belong. For example, if you create a device group
that includes all rack model devices in your network, and you configure Data Collection settings for both
your rack model device group and for your default All Devices device group, data will be gathered from
all of your rack model devices twice, periodically. While this does not increase the size of your
InfraStruXure Central database, it will increase network traffic.

When you select the Data Collection pane a table is displayed that contains all currently defined data
collection settings. The table contains the following information about each device group for which you
have defined data collection settings:

Field Description

Device Group The name of the device group to which these data collection
settings apply.

Interval (HH:MM) The amount of time, in hours:minutes, that must pass after a data
collection process has completed before InfraStruXure Central
will initiate another data collection process.

Enabled The current state of data collection for this device group. If data
collection is not enabled, the data collection settings are saved
but no data is collected from the device group.

If you have not defined any data collection settings for any of your device groups then no
@ table will be displayed.

Note

To edit previously defined data collection settings, or to configure new data collection settings for your
device groups:

1. Click Create (or, select a previously defined data collection setting from the Data Collection table
and then click Edit).

‘f’ Create Data Collection Entry

Enable jok
Device Group ‘.EI All Devices ¥

Interval (HH:MM) (00 | 10 v

| ok || cancel | [ Hep |

2. The Create Collection window opens (or, if you are editing a previously defined data collection
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settings, the Edit Collection window opens). This window contains the following controls:

Field

Description

Device Group

Select from this drop box the name of the device group to which
these data collection settings will apply. If you are editing a
previously defined data collection setting the name of the device
group to which the settings apply will appear in this field.

Interval (HH:MM)

Use the drop boxes to specify the number of hours and minutes
that must pass between data collection operations.

Enabled

Check this check box to enable data collection of this device
group. If this check box is not checked, the data collection
settings will be saved but data collection will not be performed.

3. Use the controls to set the data collection settings.

4. When you are finished, click OK to save this data collection setting.

5. To begin collecting data from a device group immediately, select a device group and then click
Start. To abort a currently occurring data collection process, select the device group from which data
is being collected and then click Stop. To delete data collection settings for a device group, select
the device group and then click Delete.

The Monitor Settings Pane

Use the Monitor Settings pane to specify the device monitoring settings. Once a device is discovered or
added to InfraStruXure Central, the server periodically checks the device to ensure that it is responding
and available. If the device is not available, InfraStruXure Central will change its state to Offline in the
Map and Table views, and will gray the device out in the Group Navigation pane.

When you select the Monitor Settings pane a table is displayed that contains all currently defined device
monitoring configurations. By default, the All Devices group is configured with default monitoring
settings. However, you can modify the default values, or you can create additional device monitoring
configurations that are group-specific.

To edit previously defined monitoring configurations, or to configure new monitoring settings:

1. Click Create (or, select a previously defined configuration from the table and then click Edit).

¥ Create Monitor Entry E‘

Enahle job

Device group | [ All Devices V‘

Interval (HH:MM) |00 | @ |10 v

| ok || cancet || Hep |

2. The Create Device Monitor Entry window opens (or, if you are editing a previously defined device
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group, the Edit Device Monitor Entry window opens). This window contains the following controls:

Field Description

Device Group Select from this drop box the name of the device group to which
these device monitoring settings will apply. If you are editing a
previously defined device monitoring configuration the name of
the device group to which the settings apply will appear in this
field.

Interval Use the drop boxes to specify the number of hours and minutes
that must pass between device monitoring operations.

Enabled Check this check box to enable data collection of this device
group. If this check box is not checked, the data collection
settings will be saved but data collection will not be performed.

3. Use the controls to set the settings.

4. When you are finished, click Apply to save this configuration.

Device Group Administration

78

Use the Device Group Administration task to add, delete, or modify device groups. Device group
definitions enable you to more easily manage devices by sorting them automatically into smaller device
groups. Device groups also enable you to set security policies for your device groups by specifying what
local user accounts or local user groups can access the device and group and usage privileges they have
while doing so.

The contents of your device groups can also be dynamic or static. Static device groups do not change,
even if new devices are discovered on the network which conform to the device groups settings, while
dynamic device groups are automatically updated to include newly discovered devices that fit the device
groups settings.

When you start the Device Group Administration task all currently defined device groups are displayed in
a tree view. If you have not defined new device groups the only device group shown will be the All
Devices group, which contains all devices that have been discovered on your network. To view the
settings of a previously created device group select it from the tree view.

To edit previously defined device groups, or to configure new device group:
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1. Click Create (or, select a previously defined device group from the tree view and then click Edit).

fi¥ Create a New Device Group

Label
Parent | T All Devices -

Static | Dynamic | Securiy

B 420 ~
o= 420

= E InfraStruxure Central server

o= 320

= 320

o= 370

e

- 500

-8l 500

+- 8 500

-8 500

Bl 500

=18 500

£ 500

-8 500

o B 500

=188 500

=M 500

=M 500

=8 500 =2

[ QK H Cancel ][ Help

2. Type in the Label field a name for this device group.

3. Select from the Parent drop box the previously created device group that will be the parent of the
new device group. Note that nested device groups inherit the security privileges of their parents.

4. Select the Static or the Dynamic tab (select Static if you want the devices contained within the
device group to remain unchanged even if new devices are discovered on the network which
conform to the device groups settings; select Dynamic if you want the contents of the device group
to be automatically updated to include newly discovered devices that fit the device groups settings).

— If you selected Static, use the controls to select the devices that will be included in the device
group from the list of available devices. All management devices are displayed in the list, with
any managed devices (such as Camera Pods, Sensor Pods, or SNMP devices) that are associated
with each management device nested beneath the management device with which they are
associated. Use the arrow controls to move devices between the Available Devices selection list
and the Selected Devices selection list. Only devices that are located in the Selected Devices list
will be included in the resulting device group.

If you add a management device to the Selected Devices list all managed devices
associated with that management device (such as Camera Pods, Sensor Pods, or SNMP
devices) are added to the Selected List as well. However, once you add a management
device to the Selected Device list you cannot remove any managed devices associated
with it without removing the management device itself. This will remove all other
managed devices associated with that management device. To add some -- but not all --

Note managed devices that are associated with a management device, expand the management
device's tree, select one of more managed devices, and then add them to the Selected
Devices list.

— If you selected Dynamic, use the controls at the bottom of the window to build rules for this
device group. Use the first drop box to specify what type of value (IP Address, Model, Type,
Location, Host Name) will be used to determine if an appliance belongs in the defined device
group. Use the second drop box to define whether the selected value must equal or must not equal
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a selected or user-specified value for the appliance to be included in the device group. Finally,
use the last control (an entry field or a drop box, depending on what value type you selected) to
specify the value that InfraStruXure Central will check on the appliance to determine whether or
not the appliance belongs in the device group. If you have more than one rule an AND/OR
selection list appears before each rule after the first, enabling you to build more complex rules-
based device groups.

5. Select the Security tab. This pane displays a list of all local user accounts and local user groups that

currently are permitted to access this device group, and also displays the Device privilege and
Surveillance privilege settings for each local user account or local user group.

Note that any local user accounts or local user groups that were permitted access to the parent of the
selected device group (if any) are automatically added to the list of authorized users for this device
group. Local users and local user groups automatically inherit all privileges that were granted in the
parent group, and can be configured to allow additional privileges if desired. However, local users

and local user groups that are inherited by child device groups cannot be configured to have fewer

privileges than they had in the parent group.

. To enable additional local user and local user group access, click Add User or Add User Group. To

edit a previously configured local user or local user group entry, select the entry and click Edit
Entry. To delete a previously configured local user or local user group entry, select the entry and
click Remove Entry.

. If you are adding or editing a local user or local user group, specify the Device privilege and

Surveillance privilege settings for the local user or local user group. There are four device privilege
levels and four surveillance privilege levels.

The available device privilege levels are:

— No access: The local user account or local user group are not permitted to access devices in this
group.

— View access: The local user account or local user group are permitted to view data generated by
the devices in this group, but cannot configure, access, or trigger output control actions on the
devices.

— View & Control access: The local user account or local user group are permitted to view data
generated by the devices in this group and can also trigger output control actions that have been
defined for the devices, but cannot otherwise configure or access the devices.

— Administrator access: The local user account or local user group are permitted to view data
generated by the devices in this group, and also have complete access to all management and
configuration tasks on the devices.

The available Surveillance privilege levels are:

— No access: The local user account or local user group are not permitted to access Surveillance
data in this group.

— View access: The local user account or local user group are permitted to view Surveillance data
generated by the devices in this group, but cannot tag clips and cannot access the Surveillance
Administration task or other surveillance-related tasks.

— View & Tag access: The local user account or local user group are permitted to view Surveillance
data generated by the devices in this group and can also tag resulting surveillance clips, but
cannot access the Surveillance Administration task or other surveillance-related tasks.
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— Administrator access: The local user account or local user group are permitted to view
Surveillance data generated by the devices in this group, and also have complete access to all
Surveillance configuration tasks on the devices.

The Device and Surveillance privilege levels specify the default access privileges for local
users or local user groups that can access this device group. However, the InfraStruXure
Central administrator check box (available when using User/Group Administration to
create or edit a local user account) and the Group members are InfraStruXure Central
administrators check box (available when using User/Group Administration to create or

Note edit a user group) override any device group-specific privileges you set using the Device
Group Administration.

8. Select one of more local user accounts or local user groups and then click OK to enable them to
access this device group.

9. Click Apply to save these settings.

Discovery Settings

Use the Discovery Settings task to configure the InfraStruXure Central automatic device discovery
settings. InfraStruXure Central can automatically search a user-specified IP address range on your
network for management devices or supported SNMP devices. If new devices are discovered,
InfraStruXure Central will add them to the appropriate device groups automatically.

When you start the Discovery Settings task a table is displayed that contains all currently defined
discovery settings. The table contains information about each device group for which you have defined
discovery settings, including the IP range that will be searched, the type of devices that are searched, and
the days and time at which discovery attempts are made.

To edit previously defined discovery settings, or to configure new discovery settings:

1. Click Create (or select a previously defined discovery setting from the Discovery table and then
click Edit).

2. The Create Discovery Entry window opens (or, if you are editing previously defined discovery
settings, the Edit Discovery Entry window opens). Select the radio button that corresponds to the
type of devices you wish to discovery using this Discovery Entry (Management devices or SNMP)
and then click Next.
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— Management devices: If you are creating a Management device discovery entry, the following
controls are displayed in the Management device discovery definition window:

Field Description

IP range The range of IP addresses that will be searched periodically for
devices. An IP address range is defined by either using an
asterisk to indicate a wildcard portion of the IP address (for
example, 192.168.1.* means that you want InfraStruXure
Central to periodically check for the presence of a device on all
IP addresses between 192.168.1.1 through 192.168.1.255) or by
using a hyphenated value to define a specific range of values for
part of the IP address (for example, 192.168.1.1-20 means that
you want InfraStruXure Central to periodically check for the
presence of a device on all IP addresses between 192.168.1.1
through 192.168.1.20, while 192.168.1-20.* checks for devices
on all addresses between 192.168.1.1 through 192.168.20.255).
Note: Use asterisks as a wildcard value only for whole portions
of the IP address. Wildcard values must be used to represent the
entire range of addresses in each portion of the IP address. For
example, 192.168.1.* will work, but 192.168.1.1* will not.

Port range The TCP/IP ports that will be checked on each IP address.

SSL options Select from this drop box the selection that corresponds to the
SSL communication options that you want to apply to
communications when attempting to discover devices. You can
choose the following options:

* Do not use SSL: Do not use SSL

» Use SSL if available: Attempt to use SSL, but proceed with un-
encrypted delivery otherwise. If SSL is used, no certificate
verification is required. This is the default.

 Require SSL: No verification: Require SSL support on the
server (do not deliver without it), but accept any certificate
provided by the server (i.e. self signed certificates will be
allowed).

» Require SSL - verify certificate: Require SSL support (do not
communicate without it), and only accept certificates signed by
a trusted certificate authority (i.e. self signed certificates will
not be allowed, but Verisign and the like certificates will be
accepted even if the hostname does not match the host in the
certificate).

Enable schedule The current state of this discovery setting schedule. If this check
box is not enabled, the discovery settings are saved but
scheduled discovery functions will not occur automatically.
Instead, discovery functions will occur only when initiated by

the user.

Days The day or days of the week on which the discovery function
will be performed.

Time The time of day at which the discovery function will be
performed.
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— SNMP devices: If you are creating an SNMP device discovery entry, the following controls are
displayed in the SNMP device discovery definition window:

Field Description

IP range The range of IP addresses that will be searched periodically for
SNMP devices. An IP address range is defined by either using
an asterisk to indicate a wildcard portion of the IP address (for
example, 192.168.1.* means that you want InfraStruXure
Central to periodically check for the presence of an SNMP
device on all IP addresses between 192.168.1.1 through
192.168.1.255) or by using a hyphenated value to define a
specific range of values for part of the IP address (for example,
192.168.1.1-20 means that you want InfraStruXure Central to
periodically check for the presence of an SNMP device on all IP
addresses between 192.168.1.1 through 192.168.1.20, while
192.168.1-20.* checks for devices on all addresses between
192.168.1.1 through 192.168.20.255).

Note: Use asterisks as a wildcard value only for whole portions
of the IP address. Wildcard values must be used to represent the
entire range of addresses in each portion of the IP address. For
example, 192.168.1.* will work, but 192.168.1.1* will not.

Port The TCP/IP port that will be checked on each IP address.

Timeout The number of seconds that InfraStruXure Central will wait for a
response from a target IP address before either retrying
communications or considering the target to be unresponsive.
The default value is 30 seconds.

Retries The number of times that InfraStruXure Central will retry
communications with target IP address that is not responding
before considering the IP address to be unresponsive and
moving on to the next IP address in the IP address range.

Enable schedule The current state of this discovery setting schedule. If this check
box is not enabled, the discovery settings are saved but
scheduled discovery functions will not occur automatically.
Instead, discovery functions will occur only when initiated by
the user.

Days The day or days of the week on which the discovery function
will be performed.

Time The time of day at which the discovery function will be
performed.
Version The version of SNMP that will be used to communicate with the

target. You can select version 1, 2c, or 3.

Read community The read only community string used for SNMP
communications on the target. The default value is public.

3. Type in the required information, and then click Finish to create the discovery entry.
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Running Discovery Processes

Discovery processes run automatically according to the schedule you define. However, if you want to run
a discovery process right away, select the discovery setting from the Discovery task window and then
click Start. To halt a currently running discovery process, select the entry that corresponds to the
discovery process and then click Stop.

DHCP LAN Discovery

enabled on your server. Once enabled, if internal DHCP LAN functionality is later

The DHCP LAN pane is enabled only if the internal DHCP LAN functionality has been
@ disabled then DHCP LAN discovery will automatically be disabled as well.

Note

When enabled DHCP LAN discovery will automatically search the internal DHCP LAN for management
devices or supported SNMP devices. If new devices are discovered, InfraStruXure Central will add them
to the appropriate device groups automatically.

To enable DHCP LAN discovery, check the Enable internal DHCP LAN discovery check box. By
default, the discovery process will attempt to use the default SNMP read community string “public” when
discovering and communicating with any supported SNMP-based devices on the internal DHCP LAN. If
necessary, you can add additional read community strings that will be used when attempting to
communicate with SNMP devices on the internal DHCP LAN. To add a community string type the new
string in the text entry field located beneath the SNMP Read Communities selection list and then click
Add.

InfraStruXure Central will also automatically discover the following APC protocol PDU devices if they
are connected to the internal DHCP LAN:

* 3 Phase Power Distribution Units:
— AP7601
— AP7601J
— AP7601X135
— AP7602
— AP7602X135
— AP7608
— AP7610
— AP7651
— AP7652
— AP7658
* 1 Phase Power Distribution Units:
— AP7611
— AP7620
- AP7621
— AP7622
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— AP7622N
— AP7626
— AP7640
— AP7641

DHCP LAN. APC protocol PDU devices that are connected to a public LAN will not be

APC protocol PDU devices will be discovered only if they are connected to the internal
@ discovered.

Note

Disk Array Management

Use the Disk Array Management task to check the status of the RAID array (included with Enterprise
Edition InfraStruXure Central). The current status of the following components of your disk array are
displayed:

« Disk array controller status
« Disk array status
* Disk array type

* Individual drive status

This task will be available only when using the InfraStruXure Central console to manage
@ an Enterprise Edition InfraStruXure Central server.

Note

Export Administration

Use the Export Administration task to specify servers to which reports (generated using the Report View)
can be saved for future reference. To create or edit an export entry:

1. Launch the Export Administration task and then click Create. To edit a previously created Export
entry, select the desired entry and then click Edit.
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2. The Create/Edit window opens. Type in the Name (label) field a name for the export entry.

i1 Create Export Entry

Type of server w

Marne (abel) |
Server hostor P |
Port |21
Use passive transfer [ ]
User name |
Fassword |
Yerify password |

Target directory |

Test Server Export l

I (8] H Cancel H Help l

3. Select from the Type of server drop box that type of server to which data will be saved. You can
select FTP, E-mail, HTTP, Windows, or NFS.

4. Fill in the server-type specific data fields. The fields that appear in the rest of the window depend on
what server type has been selected from the Type of server drop box.

« If you select FTP from the Type of server drop box the following fields are available:

Field Description
Server hostname or IP The hostname or IP address of the server to which the data will
be saved.
Port The TCPIP port that is used by the server for FTP

communications.

Use passive transfer check box Check this check box to use passive FTP transfers when
communicating with the FTP server. This can be useful if your
InfraStruXure Central server is communicating across a firewall.

User name The user name that will be used, along with the password, to
gain access to the specified FTP server.

Password/\erify password The password that will be used, along with the user name, to
gain access to the specified FTP server.

Target directory The relative directory path to be used for storing the data on the
FTP server. This should always be a path relative to the default
directory associated with the user ID used to log on to the FTP
server. If the directories on the path do not exist they will be
created automatically.

The Target Directory field accepts macros.
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« |f you select E-mail from the Type of server drop box the following fields are available:

Field

Description

Subject of message

The subject of the e-mail message that will be generated and
sent.

Body of message

The body of the message e-mail message that will be generated
and sent.

E-mail addresses

E-mail addresses to which the e-mail message that will be
generated and sent. To add e-mail addresses click Add. To
remove previously added e-mail addresses select an address and
then click Remove.

Settings task.

®

Note

The SMTP server that is used to e-mail saved report data is defined using the Server

« If you select HTTP from the Type of server drop box the following fields are available:

Field

Description

Target URL for POST

The URL to which the data will be POSTed.

Server requires authentication
check box

Check this check box if the HTTP server requires a user name
and password for access.

User name

The user name that will be used, along with the password, to
gain access to the specified HTTP server.

Password/Verify password

The password that will be used, along with the user name, to
gain access to the specified HTTP server.

SSL options

Select from this drop-box the SSL options that will be used for
this post.

« If you select Windows from the Type of server drop box the following fields are available:

Field

Description

Server IP or host

The hostname or IP address of the Windows share.

User name

The user name required to access the Windows share.

Password/Verify password

The password that is required to access the Windows share.

Domain

The domain to which the Windows share is connected.

Share name

The name of the Windows share.

Subdirectory (optional)

The subdirectory in the Windows share that will be used to store
data. If no subdirectory is specified, data will be stored in the
root directory of the share.
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« |f you select NFS from the Type of server drop box the following fields are available:

Field

Description

Server hostname or IP

The hostname or IP address of the NFS mount.

Share path

The path for the NFS share.

Subdirectory (optional)

The subdirectory in the NFS mount that will be used to store
data. If no subdirectory is specified, data will be stored in the
root directory of the mount.

5. When you have finished entering the required values, click Test Server Export to ensure that the

server can be accessed.

6. Click OK to save your export entry.

Install/Upgrade Management

88

Use the Install/Upgrade Management task to check for and apply any upgrades that are available for the
various applications used by the InfraStruXure Central server. This task also enables you to manage the

Botz\Ware images that are stored on your InfraStruXure Central server for use with the Mass

Configuration Upgrade task.

The Upgrade/New Packages selection list displays a list of upgrades or new software packages that are
available for use with your InfraStruXure Central server and managed devices. Upgrades can be obtained
using CDs or from the APC web site. Using this pane, you can check for upgrades and install them if

needed.

¥ Server Administration

File Edit Window Help

Data Collection § Maonitoring
Device Group Administration
Device Security
Discovery Settings

Disk Array Management
Export Admini: i

Look And Feel
IManagement Device Job Contral

Management Device Timeout Settings
Semer BackupiRestare

Sener Settings

Storage Repositories

Surveillance Administration
UserGroup Administration

Upgrade/Mew Packages

FSion on Server Wersion Available ta Install | Status

|Package Name InstallfUpgrade

B

Vi i Update available
Central Ap... 4.0.0 NIA Package up to date

Upgradefinstall size (hytes). 08
Upgrade/Mew Package Information
This package contains the files for upgrading the firroware image for your Botzware devices.

7 Brawse ToFile | | Check ARG Wehsite
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To determine if upgrades are available for any of the package names listed in this pane, select the source
from which upgrades and packages will be installed.

» To compare the version of package names available from a CD against those that are available from
your InfraStruXure Central server, click Browse to File and select the CD-ROM drive that contains
your CD. Then, select the directory that contains the master.release file and click Open.

« To compare the version of packages available for download from the APC web site against those
that are available from your InfraStruXure Central server, click Check APC Website.

The version of each package that is currently installed appears in the Version on Server column, while the
versions available for upload from your selected source appear in the Version Available to Install column.
The message in the Status column notifies you if an Update to the package is available from the selected
source. To upload and install an available update select the package and then click Install Selected.

License Keys

Use the License Keys task to display and modify the license key information for your InfraStruXure
Central server. Information displayed includes currently implemented license keys and functions, as well
as unlicensed functions that are available for use on your server (if any).

#9 Add License Key

License key |

[ ok ][ cancel |[ Hew |

To use License Key task to add a new license key click Add and then type in the License Key field the
license key that you wish to add, and then click OK. To remove a previously added license key, select the
license key you wish to remove from your server and then click Delete.

Look and Feel

Use the Look and Feel task to specify the image that is displayed on the InfraStruXure Central server's
web page, the image that is displayed in the logon prompt window, and the status logo image that is
displayed in lower left-hand corner of the InfraStruXure Central interface.

To select an image, select the Browse button that corresponds to the image type you want to specify and
then use the interface to the desired image file.

» The image that is displayed on the home page cannot be larger than 514 pixels in width or 118
pixels in height.

» The image displayed in the logo prompt window cannot be larger than 64 pixels in width or height.

« The image displayed for the status logo cannot be larger than 106 pixels in width or 26 pixels in
height.

If desired, you can restore the default image for any of the images by selecting the appropriate Restore
Default button.

Management Device Job Control

Use the Management Device Control task to view a list of tasks that are currently pending against offline
or Post Only devices; to view a list of previously pending tasks that have been completed; and to
configure a variety of Management Device Job Control settings, including the length of time for which
information about completed job will be stored and the frequency with which camera images from Post
Only clients will be posted to InfraStruXure Central. The Device Job Control task window consists of 2
panes: Job Status and Job Settings.
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Using the Job Status Pane

If InfraStruXure Central attempts to configure a device that is in Post Only mode or that is presently
offline or unreachable, the task will be placed in a pending state and will appear in the Pending Requests
list. Jobs that were previously in a pending state but which have since been successfully completed
appear in the Completed Requests list. Completed jobs will remain in the Completed Requests list for the
period of time specified by the Job complete history (days) setting in the Job Settings pane, after which
they will not longer be listed.

1% Server Administration

File Edit Window Help
Data Collection / Monitaring Job Status | Job Settings
Device Group Administration : Pending Requests
Pavice Sacurly ; Device Submit Time Request Type Past Only
Discovery Seftings - 10.1.0.45 (350 1i24/0711:11:38 M Sunveillance Settings Mo
Disk Array Management ’ ’:A“S“” Hees 10.1.0.45 (351 12407 11:11:38 8M  Sunelllance Seftings Mo
Expart Administration = Austin Server RE |,y 145 (gaL) 102507 35900 AM  Temperature Seftings Mo
InstalliUparade Management i [ Enviranment
License Kays 3 Power view
i =7 software Lab
-] Environment
0 Power View
Server BackupiRestore & [ Lah Test Devices
Server Setlings i 3 Power view
Storage Repositories =[] Lobhby
Survelllance Administration i - Loading Dock
LisenGroup Administration M Surveillance Lah
[ Surveillance Lab Inff
< *|
-~ AV
| Al D I Completed Requests
Device Submit Time Complets Time  |Request Type | Complstion Sta... |Past Only
Bz;struXure Gt T 041 (9L} 1/22007 3411, 1/22/07 3.41.1... Localion Sefi.. OK No ~
10.1.0.41 (S5L) 1423007 2:01:4. 1/23/07 2:01:4.. Camera Capt.. OK Mo
Kl 10.1.0.41 (S51) 1423007 2020, 12307 3:02:0.. Camera Mode... OK Mo
=30 10.1.0.41 (S51) 142307 9.05.2. 1/23/07 9.05:2... Camera Mode... OK No
= 420 10.1.0.41 (S5L) 142407 11:11:. 1/24/07 11:11 ... Surveillance 5... OK No
W 4z0 10.1.0.41 (S5L) 142407 11015 124007 11:11.... Surveillance §... 0K No
= 470 10.1.0.41 (351 12407 11:11: 12407 11:11:.. Surveillance 8. 0K Mo
L s00 10.1.0.42 (3501 1024007 11:01:. 124007 11:11 ... Survelllance §... OK Mo
B o 10.1.0.43 (S5L) 142407 11:11:. 1/24/07 11:11 ... Surveillance 5... OK No
- oo 10.1.0.43 (S51) 142407 11:01: 1/24/07 11:11 ... Surveillance §... OK No
10.1.0.43 (351) 12407 11:11:. 12407 11:11:.. Surveillance 8. 0K Mo
& 500 10.1.0.44 (S51) 1423007 9355, 1/23/07 :35:5.. Motion Mask.. OK Mo
- s00 10.1.0.44 (S5L) 142307 9:36:0... 1/23/07 8:36:0... Motion Mask .. OK No
W 00 10.1.0.44 (S51) 142307 9.:36:0... 1/23/07 9.36:0... Motion Mask .. OK No
- 500 ~ | [101.0.44 (S5L) 142407 11:01:. 12407 11:11.... Surveillance ... 0K No
2 - S 10.1.0.46 (S5L) 142407 11:112. 12407 11:11... Surveillance ... 0K Mo -
et L4040 46001 LAAINT A A AR A Cunailanea G Ol Lo =

Removing Pending Requests

If you wish to remove a job from the Pending Requests list (and therefore prevent the pending job from
being completed on the device), right-click on the desired task and the select Remove Pending Request
from the pop-up menu. Note that if there is more than one job for a given device currently listed in
Pending Requests list and you remove a request, any subsequent pending requests for that device will
automatically be removed from the list as well.

Using the Job Settings Pane

Use the Job Settings pane to specify the number of days for which completed tasks will be displayed in
the Completed Tasks list on the Job Status pane and to configure device-specific camera image posting
settings for Post Only clients. These settings determine how often camera images that are stored on
devices will be posted to the InfraStruXure Central database.

To configure the Job History settings, use the spin buttons to specify the number of days for which
completed job will be displayed and then click Apply to save your settings.
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To set the Post Only Camera Settings, select the radio button that corresponds to the frequency with
which management devices in Post Only mode should send camera images. The available settings are:

» Send camera images whenever posting to InfraStruXure Central: Images are posted every time
InfraStruXure Central communicates with the device. This is the default setting.

» Never send camera images when posting to InfraStruXure Central: Images are never posted to
InfraStruXure Central.

» Send camera images when posting to InfraStruXure Central using the following interval: Images are
posted to InfraStruXure Central at the specified interval. For example, if you set this value to 3 then
images are posted during one communication, and are not posted again until 3 successive
communications between the device and InfraStruXure Central have occurred.

When you have finished selecting a Post Only Camera Setting click Apply to save your settings.

Management Device Security Settings

Use the Management Device Security Settings task to specify the user names and passwords that
InfraStruXure Central will use to monitor and manage your devices. By default, InfraStruXure Central
will attempt to use the default supervisor (administrator) user name and password (netbotz/netbotz) to
access and manage devices when performing configuration tasks. If you have changed the administrator
password on your devices, you must use the Management Device Security Settings task to specify the
user name and password that will enable InfraStruXure Central to access your devices.

If InfraStruXure Central is not configured to have administrator-level access to
@ your devices you will not be able to perform configuration tasks on the devices.

Note

To edit previously defined device security settings, or to configure new security settings:

1. Click Create (or, select a previously defined setting from the table and then click Edit).

¥ Create security entry

IP range |

Port | 80

User Name

Password
Werify password

[ OK ][ Cancel ][ Help

2. The Create Security Entry window opens (or, if you are editing a previously defined user group, the
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Edit Security Entry window opens). This window contains the following controls:

Field

Description

IP range

The IP address or IP address range for this security setting. The
user name and password will be used only for devices that are
connected to your network at the specified IP address or at an IP
address that falls within the specified range. To specify an IP
address range, use the asterisk as a wildcard value in the IP
address (for example, specifying an IP address of 192.168.1.*
will result in this security entry being used whenever
InfraStruXure Central attempts to log into and manage any
device with an IP address of 192.168.1.1 through
192.168.1.255) or use a hyphenated value to define a specific
range of values for part of the IP address (for example,
192.168.1.1-20 means that you want InfraStruXure Central to
periodically check for the presence of a device on all IP
addresses between 192.168.1.1 through 192.168.1.20).

Port

The IP port used to communicate with devices in the specified
IP Range.

User name

The user name that will be used when attempting to manage a
device with the IP address specified.

Password

The password that will be used when attempting to manage a
device with the IP address specified.

3. Use the controls to set the security entry settings.

4. When you are finished, click OK to save this configuration.

Management Device Timeout Settings
Use the Management Device Timeout Settings task to specify the timeout settings that InfraStruXure

Central will use when attempting to communicate with devices on your network. InfraStruXure Central
comes pre-configured with timeout settings that will work for most networks. However, depending on
your network topology and architecture, you might need to create IP address-specific or IP address range-

specific timeout settings.

When you start the Management Device Timeout Settings task a table is displayed that contains all
currently defined timeout settings. The table contains the following information about each timeout

setting:

Field

Description

IP range

The range of IP addresses that the timeout settings apply to. An
IP address range is defined by either using an asterisk to indicate
a “wildcard” portion of the IP address (for example, 192.168.1.*
means that the timeout settings apply to devices on all IP
addresses between 192.168.1.1 through 192.168.1.255) or by
using a hyphenated value to define a specific range of values for
part of the IP address (for example, 192.168.1.1-20 means that
the timeout settings apply to all devices on all IP addresses
between 192.168.1.1 through 192.168.1.20).
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Field Description

Port Type in this field the TCPIP port number for which these device
timeout settings apply.

Timeout Type in this field the amount of time that InfraStruXure Central
should wait when attempting to connect to or obtain data from a
device in the specified IP address range before declaring it
unreachable.

values must be used represent the entire range of addresses in each portion of the IP

Use asterisks as a wildcard value only for whole portions of the IP address. Wildcard
@ address. For example, “192.168.1.*” will work, but “192.168.1.1*” will not.

Note

To edit previously defined timeout settings, or to configure new timeout settings:

1. Click Create (or select a previously defined timeout setting from the Device Timeout Settings table
and then click Edit).

2. The Create Timeout Entry window opens (or, if you are editing previously defined discovery
settings, the Modify Timeout Entry window opens). Use the controls in the window to specify the IP
range, port, and timeout value.

D). Create Timeout Entry

IP range |
Part | 80

Timeout {(seconds) | 30

I OK ][ Cancel ][ Help

3. Click OK to save this entry.

Server Settings

Use the Server Settings task to configure a variety of InfraStruXure Central server access and
configuration tasks, including:

» Network Settings

E-mail Settings

Log Settings

Time Settings

Server Access

Server Security

InfraStruXure Central 4.1 User’s Reference 93



Server Administration Tasks

Network Settings

Use the Network Settings pane to configure the InfraStruXure Central server network settings for your
server network interfaces. You can configure the following settings:

¢ Hostname

Network interface configuration

Network routing configuration

Domain name server configuration

Internal DHCP LAN

19 Server Administration

File Edit Window Help

Data Collection / Monitoring Metwork Settings | E-mai Settings | Log Settings | Time Settings | Server Access | Server Security
Device Group Administration

Device Security Fill in the panel below to modify the InfraStruxure Central server's networking configuration.
Discovery Seftings Hostname Configuration

Disk Array Management

Export Administration
InstalliUpgrade Management Network Interface Configuration

Hostname | isxc02

License Keys Select the interface you wish to configure from the table below:
Look And Feel £
Management Device Joh Control

Inte... IP address

10.1.0.202

Management Device Timeout Settings leth1

enter EResmre Network Interface eth0 Configuration

Storage Repositories IF address | 10 E .1_ 0 | 202
Surveillance Administration Subnetmask | 255 || 255 | 248 |0
UsenGroup Administration Network Routing Configuration

Metwork gateway | 10 1 lo Ut
Domain Name Server Configuration
DNS Domain | aus-lab.netbotz,com
Frimary DNS Server (10 1 [0 ||z
Secandary DNS server
Tertiary DNS server
Internal DHCP LAN

DOynamic Range Starting P
Dynamic Range Ending (P

MNetmask Total IPs 0

[ Apply l [ Reload l [ Help

To configure the device’s network settings, provide the following information:

Field Description
Hostname The hostname assigned to the server.
IP address The IP address being used by your server.
Subnet mask The subnet mask for your network.
Gateway The IP address of the gateway in your network.
DNS domain The name of the DNS domain to which the InfraStruXure
Central server belongs.
Primary DNS server The IP address of the primary domain name server.
Secondary DNS server The IP address of the secondary domain name server.
Tertiary DNS server The IP address of the tertiary domain name server.
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Field Description

Enable Internal DHCP LAN check | Check this check box to enable internal DHCP-based LAN

box support.

Important: When enabling the internal DHCP LAN, the private
LAN connection must be connected to LAN Port 2 on your
InfraStruXure Central appliance. Once this feature is enabled,
ensure that LAN Port 2 is NOT connected to a public LAN.
Enabling this functionality on an InfraStruXure Central with
LAN Port 2 connected to a public LAN will result in serious
network connectivity issues.

Internal DHCP LAN Dynamic Specify the first and last IP addresses in the IP address range that
Range Starting IP and Internal will be assigned to devices connected to the internal DHCP
DHCP LAN Dynamic Range LAN.

Ending IP Important: The IP address range specified for use by the

internal DHCP LAN must not overlap with the IP addresses
used for devices on the public LAN. IP addressing overlaps
between the public LAN and devices on the internal DHCP
LAN will result in network connectivity and communication

errors.

Internal DHCP LAN Netmask Specify the netmask value that will be used for the Internal
DHCP LAN.

Reset APC Devices When the internal DHCP LAN is enabled, resets any SNMP-

based APC devices or APC protocol PDU devices connected to

the internal DHCP LAN. Resetting these devices will force them

to request a new IP address from the DHCP LAN server.

Notes:

« You will need to provide the Write community name to reset
SNMP-based devices.

 The write community names used to reset your APC devices
are not saved on the InfraStruXure Central server. You will
need to re-enter the write community names each time you
choose to reset your APC devices.

* Be sure to reset your SNMP-based APC devices and APC
protocol PDU devices whenever you make changes to the
internal DHCP LAN dynamic IP range or netmask settings.

When you have finished providing the required information, click Apply to save your network settings.

E-mail Settings

Use the E-mail Settings pane to specify the e-mail address that will appear in the “From” field of any e-
mails generated by the InfraStruXure Central server and to specify primary and secondary mail servers
that will be used to deliver any e-mail notifications. This window contains the following fields:

Field Description
From address The e-mail address that will appear in the “From” field of any e-
mail generated by the InfraStruXure Central server.
SMTP server The IP address of the SMTP server.
Port The IP port on the e-mail server used for SMTP

communications.
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Field Description
Requires logon check box Check this check box if the server requires you to log in to send
e-mail.
User name Provide a User ID that will be accepted by the SMTP server

when sending e-mail.

Password/\erify password Provide a password that will be accepted by the SMTP server
when sending e-mail.

All settings except the From address field are available for both a Primary and Secondary e-mail server.

i¥ Server Administration
File Edit Window Help

Data Collection f Monitoring Nehwiork Settings | E-mal Setings | Log Settings | Time Sattings | Ssrver Access | Server Sacurity
Device Group Administration I - -
Device Security "From" address to appear in e-mail

Discovery Settings isxc02@aus-lab netbotz. com

Disk Array Management 5

Export Administration Frimary | Secondary

InstaliUpgrade Management

License Keys SMTP semwer | master.aus-lab.nethatz com

Look And Feel port [ 25

Management Device Job Control N

Management Device Timeout Settings| UseBSL []

Serer BackupiRestare | Reguires lagon []

Sery ngs u

Storage Repositories SEEE

Surveillance Administration Password

User/Group Administration Werify password

[ Apply ] [ Test ] l Reload l l Help l

The secondary server is used if the InfraStruXure Central server is unable to connect to the primary e-
mail server. To change the InfraStruXure Central server E-mail Server settings, type the new values in the
appropriate fields. When you are finished, click Apply to save any changes to the server. Click Test to test
your e-mail server settings. Click Cancel to close this window without saving any changes.
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Log Settings

Use the Log Management pane to specify the log level filter for use with the InfraStruXure Central server
log. The log level value determines what the minimum priority value of a InfraStruXure Central log

message must be for that message to be stored in the Server Messages logs. Only messages that are of the
selected log level priority or higher will be stored.

fi¥ Server Administration

File Edit Window Help

Cata Collection ! Monitaring
Device Group Adrministration
Device Security

Discovery Settings Log level |INFO bt
Disk Array Managerment Note

Expart Administration
InstalliUpgrade Managerment o S
License Keys show a1l of the messages ge
Look And Feel

pranagsmant besiowsih Cankol Ex. If the sthting is INED, then INCO, WREN, and ERBUE level messages would be oritten to the logs.
Management Device Timeout Settings bore DEEUR messages would nov be erivven.

Netwark Settings | E-mail Settings| Log Settnos | Time Settings | Server Access | Server Security

This log level setting defines the lowest level for uhich the rerver will generate a log mecsage

tored on the 13E0 server

The Jerver Messages panel will always

The log levels, fraw lomest to highese are: DEBUG, INFO, GARN, ERROR.

Sunveillance Administration
UserGroup Administration

l Apply ” Reload H Help ]

There are four log level values: DEBUG, INFO, WARNING, and ERROR (in order of increasing
priority). The default Log Level value is INFO, meaning that messages that have a priority value of
DEBUG are not stored in the logs, while all other messages are stored. To change the log level value,
select from the Log level drop box the desired log level value and then click Apply.
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Time Settings

Use the Time Configuration pane to specify the date and time that are configured on the InfraStruXure
or to configure your server to obtain and synchronize its clock settings

Central server's internal clock,
from an NTP server.

11 Server Administration

File Edit Window Help

Data Collection / Manitoring
Device Group Administration
Device Security

Discovery Seftings

Disk Array Management

Export Administration
InstalilUpgrade Management
License Keys

Look And Feel

Management Device Joh Cantral

Server Backup/Restare
| ngs
Storage Repositaries
Surveillance Administration
User/Group Administration

Management Device Timeout Settings|

Hetwork Settings | E-mail Settings | Log Settings | Time Settings | Server Access | Server Security

Set server time zone to: | (GMT-6:00) Central Standard Time (America/Chicago)

[#] MTP semver enabled

NTP server 1 | 0.fedorapool.ntp.org
NTP server 2 | 1.fedorapoal.ntp.org
NTF server 3 | 2 Fedora.pool.ntp.org

Set server clock to:

[ Apply Reload ] [ Help

The following controls are available from the Time Configuration pane:

Field

Description

Locale

Select from the list the location in which the InfraStruXure
Central server is located.

Set server time zone to

Select from this drop box the time zone used in the
InfraStruXure Central server’s location.

Use 24 hour time

Select to configure the InfraStruXure Central server to report
time using a 24-hour clock (for example, 1430).

Enable NTP check box

Check this check box to enable the NTP functionality. Un-check
this check box to enable the clock and calendar controls on this
pane.

NTP Servers

Primary, Secondary, and Tertiary

IP address or hostnames of NTP servers for use in automatically
setting the server clock.

Date/Time Controls

Use the arrows in the Time field, the Month drop box, the arrows
in the Year field, and the Calendar control to manually configure
the day, date, and time used by your server’s internal clock.

To specify the date on time manually, uncheck the NTP server enabled check box and then use the

controls to specify the time zone in which the server resides, as well as a month, year, day, and time. Click

Apply to save these settings.
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To configure your server to automatically obtain date and time settings from one or more NTP servers,
check the NTP server enabled check box and then provide one or more NTP server IP addresses or
hostnames in the appropriate fields. Click Apply to save these settings.

Server Access

Use the Server Access pane to enable, disable, and configure settings associated with the different
network-accessible processes running on your server. These processes include the web server, the SSH
daemon, the SNMP daemon, and the SOCKS proxy. Each of these processes has its own sub-pane in the
Server Access pane.

1 Server Administration
File Edit Window Help

Data Collection /Manitoring Metwork Settings | E-mail Settings | Log Settings | Time Settings | Server Access | Server Security
Device Group Administration

Device Security Semvices on the InfraStruXure Central server

Discovery Settings

Disk Array Managerment Web Server | Secure Shell (55H) Server | SMMP Server | SOCKS Proxy

Export Administration

InstalllUpgrade Management WARNING! Modifying or disabling the ports used by HTTF or HTTPS may cause management devices to stop posting to
License Keys InfraStruXure Central. Be sure to check the management device Alert Action and Periodic Report settings when making any
ook And Feel madifications.

i Management Device Job Control HTTP port | 50 [#] Enable

Management Device Timeout Seftinas
HTTPS part | 443 Enable

Surveillance Adminisiration
User/Group Administration

apply | [ Reload | [ Help

The Web Server Pane

Use the Web Server pane to view or change the IP ports through which your InfraStruXure Central server
performs HTTP and HTTPS web server communications.

Enabling and disabling HTTP or HTTPS access, or changing the IP ports used for these

communications, can prevent devices from posting data to your InfraStruXure Central

server. Be sure to check the Alert Action and Periodic Report settings of your devices
Note before making changes to the Web Server settings.

The Web Server pane contains the following fields:

Field Description
HTTP port The IP port through which HTTP communications are
performed.
HTTPS port The IP port through which HTTPS communications are
performed.
HTTP port/HTTPS port Enable Check the check box to enable the corresponding web server
check boxes port.
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100

389. These ports are reserved for use by the NetBotz appliance, and using them would

IP ports 1 - 65535 are valid, with the exception of ports 20, 21, 22, 23, 25, 123, 161, and
@ create a conflict and would result in operational difficulties.

Note

Type in the desired values and then click Apply to save any changes to the server.
Click Cancel to close this window without saving any changes.

The Secure Shell (SSH) Control Pane

Secure shell (SSH) is a program that enables you to log into your InfraStruXure Central server over a
network, from a command line, and to execute commands on the device. It provides strong authentication
and secure communications over insecure channels. Your InfraStruXure Central server supports SSH
connections, but this support is primarily intended for use with APC support guidance in troubleshooting
device issues. You can use the Secure Shell (SSH) Control pane, to enable or disable the SSH support on
the device.

Using this pane you can specify whether or not SSH is currently running, and also specify whether or not
you want SSH started automatically at device startup. Select the appropriate radio buttons and then click
Apply to save your settings.

The SNMP Server Pane

Use the SNMP Server pane to view or change the SNMP communications settings on your InfraStruXure
Central server. The SNMP pane contains the following fields:

Field Description

Enable SNMP agent check box Check this check box to enable the SNMP agent on your device.

Read-only community Type in this field the read-only community name for SNMP read
requests.
Confirm community When updating or changing the SNMP read-only community

name, type the new community name in this field as well.

SNMP read/write community Type in this field the read/write community name for SNMP
read requests.

Confirm community When updating or changing the SNMP read/write community
name, type the new community name in this field as well.

Port Type in this field the port number to be used for SNMP
communications. The default value is 161.

Type in the desired values and then click Apply to save any changes to the server. Click Cancel to close
this window without saving any changes.

SOCKS Proxy Pane

Use the SOCKS Proxy pane to enable or disable InfraStruXure Central's built-in SOCKS v5 proxy server.
Once enabled, users with proxy access will be able to connect to the server using a SOCKS client, and
will also be able to access devices that reside on the internal DHCP LAN from the public LAN. The
SOCKS v5 server uses port 1080.
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Server Security

Use the Server Security pane to specify the security features of your InfraStruXure Central server. Using
this pane, you can change the Server Hardware Password and configure your InfraStruXure Central
server to communicate with InfraStruXure Central consoles using a Secure Sockets Layer (SSL)
certificate.

fi¥ Server Administration
File Edit Window Help

Data Collection / Monitoring Nebywork Settings | E-mail Settings | Log Settings | Time Settings | Server Access | Server Security
Device Group Administration

Device Security Security settings for the InfraStruxure Central server

Discovery Settings
Disk Array Managerment
Export Administration
InstallilUparade Management Ta change the InfraStruXure Central hardware administrative password,

License Keys type the new password in the fields below.

Look And Feel

Management Device Job Control The administrative user name that corresponds to this password is "root'.

WManagement Device Timeout Settings Mate that vou should use this user name and passward only ifinstructed to do so by APC support personnel.
Server Backup/Restore
|Gemver Settings

e Repositaries
Surveillance Administration
UserGroup Administration

Server Hardware Password | Secure Sockets Layer (S5L)

Hardware

“Werify hardware

l Apply ]l Reload H Help ]

The Server Security pane consists of two sub-panes: The Server Hardware Password pane and the Secure
Sockets Layer (SSL) pane.

Using the Server Hardware Password Pane

The Server Hardware Password is the password needed to access the server when communicating with it
using the serial port. Your InfraStruXure Central server comes with a pre-configured root account. The
root account is used only for server communications that are performed using the serial port, such as
when you use the Serial Configuration Utility to specify network settings. The user name and password
for this pre-configured account are:

User name: root

Password: apc

You cannot change the root account user name. However, to ensure security, be sure to use the Server
Hardware Password pane to change the default root account password. To change the hardware password,
type a new password in both the Hardware administrative password and Verify hardware administrative
password fields and then click Apply.

Using the Secure Sockets Layer (SSL) Pane

Use the Secure Sockets Layer (SSL) pane to configure your InfraStruXure Central server to use SSL
encryption for all network communication between web browsers using the InfraStruXure Central
console and the InfraStruXure Central server. You can use this pane to Install an SSL certificate, to
examine a previously installed SSL certificate and its Private Key, and to uninstall a previously installed
SSL certificate.
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To install a certificate, click Install Certificate and then provide the SSL certificate data.

« If you have submitted your key to a certification authority and have received your signed certificate,
copy and paste the signed certificate into the Install certificate field.

« If you received a Privacy Enhanced Mail (PEM) file from your certification authority, click Import
Certificate, select the PEM file, and then click OK to import the contents of the PEM file into the
Install certificate field.

When you have finished, click Apply to install the certificate.

After creating a certificate signing request be sure to save a copy of your server's private
key before installing the certificate you receive. Should you ever need to re-install your
certificate on a replacement server, you'll need both the private key and the certificate you

Note bought.

To remove a previously installed certificate, click Remove Certificate.

Storage Repositories

Use the Storage Repositories task to monitor the status of storage repositories that have been defined for
use with your InfraStruXure Central server, to configure the automatic disk space management system or
to manually purge data from the database to free up disk space. InfraStruXure Central's disk management
system monitors the size of your InfraStruXure Central database and will automatically purge older data
when repository space is running low. The Storage Repository task also enables you to specify automatic
e-mail notifications when a user-defined percentage of your disk space has been utilized, enabling you to
schedule a database backup or manually purge data from the database. Finally, the Storage Repositories
task enables you to specify network attached storage for use as remote storage repositories for
InfraStruXure Central data.
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The Storage Repositories task window consists of two panes: The Storage Settings pane and the

Repositories pane.
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The Storage Settings Pane

The Storage Settings pane features a pie chart that shows you the percentage of your storage repositories
that is currently being used. The pie chart includes sections for the following types of data that are stored
in the repository:

« Alert binary: All binary data associated with alert events

Surveillance: All data associated with Surveillance events

Server Administration Tasks

Sensor: All sensor data

repository mount point

* Free space: Repository space that

Other: Indexing and miscellaneous non-InfraStruXure Central data that is associated with the

is currently unused

This interface also includes the following controls:

Field

Description

Favor remote storage check box

When checked, InfraStruXure Central will store data on remote
storage repositories unless none are available.

Migrate to Remote

Click Migrate to Remote to migrate all data that is currently
stored in the local repository to remote storage repositories.

Begin purge percent

Use this control to specify the disk utilization percentage at
which Automatic Purge begins.

End purge percent

Use this control to specify the disk space utilization percentage
at which Automatic Purge will cease.

Warning percent

Use this control to specify the percentage of disk utilization at
which the InfraStruXure Central server will send an e-mail
notification to all InfraStruXure Central users that have
administrator access advising them that the repository space
available to this InfraStruXure Central server is getting low.
Note: Warning e-mails will be sent only if the Capacity
warning e-mails check box is checked.

Capacity warning e-mails check
box

When checked, the InfraStruXure Central server will send e-
mail notifications to all InfraStruXure Central users that have
administrator access informing them of the current capacity
status of the server repository whenever it exceeds the disk
space utilization specified by the Warning percent setting.

Include in purge check boxes

Check the check boxes that correspond to the data types that will
be purged during automatic purge. The available data types are:
Alert binary data, Sensor data, Surveillance data, and Tagged
clips. Only selected data types will be purged automatically. You
must select at least one purge option data type.

Configure a Manual Purge button

Click this to manually purge data from the repository.

Purge status

Shows whether a purge is currently being initiated.
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Purging Data Manually

To manually purge data from the InfraStruXure Central database, click on the Configure a Manual Purge
button to open the Purge Data window. When the Purge Data window opens, use the calendar controls to
specify a date range for which data will be purged, and then check the check boxes that correspond to the
data types that will be purged during manual purge. The available data types are: Alert binary data,
Sensor data, Surveillance data, and Tagged clips. Only selected data types will be purged. You must select
at least one purge option data type. Then, click Run Purge to purge the data from the repository.

After data is deleted the Purge Data window will close and the disk space utilization values in the Storage
Settings pane window will be updated.

The Repositories Pane

The Repositories pane features a list of all currently defined storage repositories. Initially only one entry,
Local, will appear in this list. The Local repository corresponds to the on-board hard drive storage that is
included with your InfraStruXure Central server. However, you can add additional remote storage
repositories using network attached storage (such as an NFS mount or Windows share).
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To add a remote repository (or edit a previously created share):
1. Click Create (or select a previously created share and click Edit).
2. Select the type of repository you would like to create. You can choose either Unix/NFS or Windows.

« If you selected Unix/NF, provide the following information to define the NFS mount:

Field Description

Name (label)

A name that will be used to identify this repository in the
Storage Repository task interface.

Server host name or IP

The hostname or IP address of the NAS.

Share path

The name of the NFS mount on the NAS.
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Field Description

Subdirectory (optional) The subdirectory in the NFS mount that will be used to store
data. If no subdirectory is specified, data will be stored in the
root directory of the mount.

Enabled check box Check this check box to enable this remote repository for use
with your InfraStruXure Central server.

Read-only check box Check this check box to set this repository to read-only. Data
will not be written to repositories that are set to read-only.

Maximum capacity Use the controls to specify the maximum size of the remote
repository.

If you selected Windows, provide the following information to define the Windows share:

Field Description
Name (label) A name that will be used to identify this repository in the
Storage Repository task interface.
Server host name or IP The hostname or IP address of the Windows share.
User name The user name required to access the Windows share.
Password / Verify password The Password that is required to access the Windows share.
Domain The domain to which the Windows share is connected.
Remote share name The name of the Windows share.
Subdirectory (optional) The subdirectory in the Windows share that will be used to store

data. If no subdirectory is specified, data will be stored in the
root directory of the share.

Enabled check box Check this check box to enable this remote repository for use
with your InfraStruXure Central server.

Read-only check box Check this check box to set this repository to read-only. Data
will not be written to repositories that are set to read-only.

Maximum capacity Use the controls to specify the maximum size of the
remote repository.

Use all available space check box | If checked, the device will not delete data from the share until all
available space on the share has been exhausted. If unchecked,
use the Limit space to (MB) and Allocation Unit controls to
specify how much space on the share will be allocated for use by
the device.
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3. If you wish to test the share settings, click Test.

share has been disabled. You must first disable the share (select the share, click Edit,
uncheck the Enabled check box, and click OK) before you will be able to test any changes

@ When editing a previously created share, the Test button will be grayed out unless the
Note  Made to the share settings without saving them.

4. Click OK to save your repository.

Surveillance Administration

The Surveillance Administration task enables you to license (or unlicense) devices for use with
Surveillance, specify general Surveillance settings, and configure Surveillance Activation settings (such
as Surveillance Capture Mode, Capture Rate, and Surveillance Event Duration settings). You can also
configure motion masks and block out masks for licensed devices that support these features. For
complete information on Surveillance, see “Surveillance View” on page 267.

User/Group Administration

Use the selections available from the User/Group Administration task to create or modify local user
accounts and local user groups for your InfraStruXure Central server, to configure your InfraStruXure
Central server to connect with use an external LDAP server, and to view a list of users that are currently
logged into the InfraStruXure Central server. Local user accounts on your InfraStruXure Central server
are allowed access only to specified device groups

User/Group Administration also enables you to create local user groups. Local user groups are collections
of local user accounts. When local user accounts are added, you can simply add the new local user
account to a previously defined local user group. You can also create local user groups that automatically
enable full administrator privileges for any local users that are added to the group, or that enable users to
use a SOCKS proxy to access devices on both the public network and the internal DHCP LAN (or
“private” LAN) when enabled.

InfraStruXure Central’s built-in LDAP support enables you to configure your InfraStruXure Central
server to connect with an LDAP server (such as MicroSoft Active Directory) and automatically access
and set permissions for LDAP user accounts.

Creating and Editing Local User Accounts

To create a new local user account, or to edit a previously defined local user account:

1. Start the User/Group Administration task and then select the Local Users tab. A list of all currently
defined local user accounts is displayed, featuring the User Name, Full Name, and e-mail address
associated with each account.

2. To create a new user account, click Create. To edit a previously defined user account select the
account and then click Edit.

3. The Create User (or Edit User, if you are editing a previously created account) window appears.
This window consists of 3 tabbed panes: The User Information pane, the User Roles pane, and the
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User Group Membership pane.
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4. Select the User Information tab. The fields in this pane enable you to define the user account login
and identification information. This pane features the following fields:

Field Description

Enabled check box Check this check box to enable this local user account. Accounts
that are disabled will not able to log into the InfraStruXure
Central server.

User name The user name that will be used to log into the InfraStruXure
Central server.

Full name The full name of the person to whom this user account is
assigned.

Password/\erify password The password that will be used, along with the user name, to log
into the appliance.

E-mail address The e-mail address of the user to whom this user account is
assigned.

Description A description of the local user account.

5. Select the User Roles tab. The controls on this pane enable you to enable full administrator
privileges and/or SOCKS proxy to access devices on both the public network and the internal
DHCP LAN (or “private” LAN) when enabled for this local user account. This pane features two
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controls:

Field Description

InfraStruXure Central administrator | Check this check box to give this local user account full
check box administrator access to the InfraStruXure Central server.
Administrators have complete monitoring and management
access to all InfraStruXure Central server functionality.
Note: This setting overrides any device group-specific
privileges you may have set for local user accounts using the
Device Group Administration task.

InfraStruXure Central proxy access | Check this check box to enable SOCKS proxy to access devices
check box on both the public network and the internal DHCP LAN (or
“private” LAN) -- when enabled -- for this user account.

Note: This role is only used when your InfraStruXure Central is
configured to use its built-in internal DHCP LAN with physical
infrastructure devices that are connected to a private LAN. This
functionality is enabled with the Server Settings task.
Important: When enabling the internal DHCP LAN, the private
LAN connection must be connected to LAN Port 2 on your
InfraStruXure Central appliance. Once this feature is enabled,
ensure that LAN Port 2 is NOT connected to a public LAN.
Enabling this functionality on an InfraStruXure Central with
LAN Port 2 connected to a public LAN will result in serious
network connectivity issues.

6. Select the User Group Membership tab. The controls on this pane enable you to add the user
account to one or more of the previously defined user groups. If this is a new user account, no user
groups will be listed in this pane. If you are editing a previously created user account, this window
will display a list of all user groups of which this user account is a member.

— To add this user account to a previously defined user group, click Add User Group and select the
desired user group from the Add User Group Access window, and then click OK.

— To remove this user account from a user group to which it was previously added, select the user
group from which you want to remove this user account and then click Remove User Group.

7. Click OK to finish creating or editing this local user account.

Creating and Editing Groups

You can use local user groups to quickly and easily organize your local user accounts into groups for
simplified user account management. Local user groups can also be created that automatically enable full
administrator access to all InfraStruXure Central functionality on all local user accounts that are added to
the local user group.

To create a user group, or to edit a previously defined user group:

1. Start the User/Group Administration task and then select the Local User Groups tab. A list of all
currently defined local user groups is displayed.

2. To create a new user group, click Create. To edit a previously defined user group select the user
group and then click Edit.

3. The New User Group (or Edit User Group, if you are editing a previously created account) window
appears. This window consists of 3 tabbed panes: The Group Information pane, the Group Roles
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pane, and the Group Members pane.

4. Select the Group Information pane and type in the Group name field a name that will be associated
with this local user group.

5. Select the Group Roles pane. The controls on this pane enable you to configure the local group to
automatically enable full administrator privileges and/or SOCKS proxy to access devices on both
the public network and the internal DHCP LAN (or “private” LAN) when enabled for any local
users that are added to the group. This pane features two controls:

Field Description

InfraStruXure Central administrator | Check this check box to give members of this user group full
check box administrator access to the InfraStruXure Central server.
Administrators have complete monitoring and management
access to all InfraStruXure Central server functionality.
Note: This setting overrides any device group-specific
privileges you may have set for local user accounts using the
Device Group Administration task.

InfraStruXure Central proxy access | Check this check box to enable SOCKS proxy to access devices

check box on both the public network and the internal DHCP LAN (or
“private” LAN) -- when enabled -- for any local users that are
added to the group.

Note: This role is only used when your InfraStruXure Central is
configured to use its built-in internal DHCP LAN with physical
infrastructure devices that are connected to a private LAN. This
functionality is enabled with the Server Settings task.
Important: When enabling the internal DHCP LAN, the private
LAN connection must be connected to LAN Port 2 on your
InfraStruXure Central appliance. Once this feature is enabled,
ensure that LAN Port 2 is NOT connected to a public LAN.
Enabling this functionality on an InfraStruXure Central with
LAN Port 2 connected to a public LAN will result in serious
network connectivity issues.

6. Select the Group Members pane. This pane features a list of local user accounts that are members of
this local user group. To add a local user account to this local user group, click Add User, select one
or more previously defined local user accounts from the Choose User(s) pane, and then click OK.

7. Click OK to save your local user group settings.

Using Remote Authentication Server Support

InfraStruXure Central features support for using LDAP servers in your network to define InfraStruXure
Central user accounts. To add a remote LDAP server:

1. Select the Remote Authentication tab and then click Create. You will need to provide the following
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information about the LDAP server:

Field Description
Server label The name that will be used when referring to this Remote
Remote Authentication entry.
LDAP server type Select the type of LDAP server you will be using from the drop

box. You can select Active Directory or Open LDAP.

Server hostname

The hostname or IP address of the LDAP server.

Port The port number used for communications with the LDAP
server. The default port number for LDAP is 389.
Use SSL check box Check to enable SSL communications between the console and

the LDAP server.

2. When you have finished entering data, click Next to continue configuring the Remote
Authentication settings. The following fields appear in the next window:

Field

Description

Bind user DN

The user DN required to bind to the LDAP server.

Bind password/Verify bind
password

The password required to bind to the LDAP server.

Search Base

To narrow the search scope and decrease directory lookup time,
provide an LDAP search base, if possible.

3. When you have finished entering data, click Next to continue configuring the Remote

Authentication settings.

4. Next, specify which LDAP authorized users and user groups can access InfraStruXure Central.
When you have finished click Finish.

Monitoring Currently Logged-In Users

To view a list of all InfraStruXure Central users that are currently logged into the InfraStruXure Central
server, click the Logged In Users tab. This pane features a list of all currently logged in user accounts, as

well as the full name associated with each account, the time at which the account logged into the
appliance, and the DNS name or IP address from which the account is logged in.
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Use the Add... selection in the Map and Table view context menus to add management devices and
SNMP devices to your device groups.

Adding a Management Device

To add a new management device, select New -> Management device from the Map or Table view
context menu. Then, provide the IP address or the hostname of the device you wish to add and the
TCP/IP port number to be used when communicating with the management device, and check the
Connect using SSL check box if you wish to use SSL when communicating with the management
device. When you have finished specifying this information, click OK to add the management
device.

Adding an SNMP Device

To add a new SNMP device (which will be monitored using the Device Scanner functionality), select
New -> SNMP device from the Map or Table view context menu. Then, provide the following
information about the SNMP device:

Field Description
Hostname/IP address Type in this field the hostname or IP address of the SNMP
target.
Alert profile Specify the Alert Profile that will be used to determine what

alert notification actions will be taken in response to this
threshold. By default, the Default Alert Profile is used for all
thresholds. However, if you have created additional Alert
Profiles you can specify that a threshold use an Alert Profile
other than Default.

Note: The Alert Profile drop box will appear in the Advanced
tab only if additional Alert Profiles have been created.

Scan interval Use this control to specify a device-specific scan interval for this
device. The scan interval is the number of minutes that must
pass between Device Scanner target queries. The default scan
interval for all Device Scanner operations is specified using the
Device Scanner Global SNMP Settings. For infomration Device
Scanner Global SNMP Settings, see “Specifying Global SNMP
Settings” on page 180.

Port Type in this field the port number used for SNMP
communications on the target. The default value is 161.

Timeout in seconds Select the number of seconds that Device Scanner will wait for a
response from a target before Device Scanner either retries
communications or considers the target to be unresponsive. The
default value is 30 seconds.

Retries Select the number of times Device Scanner will retry
communications with an SNMP target that is not responding
before considering the target to be unresponsive and moving on
to the next target.
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Field

Description

Delete SNMP sensors if not found
on crawled device

When checked, automatically removes previously defined
SNMP-based sensors on a target when, after a successful scan,
the sensors are found to no longer be present (no longer defined,
unavailable, and so forth). If the sensors are not deleted, they
will be displayed with sensor reading values of “N/A” or “null.”

Include network interface status

Check this check box to include the network status of the SNMP
target in the list of sensors that are available for use on the target
device.

Include network interface
performance

If checked, Device Scanner will include network interface
performance data in the list of sensors that are available for use
on the target device.

SNMP Version

Select the version of SNMP that will be used to communicate
with the target. You can select version 1, 2c, or 3.

Read community

Type in this field the read only community string used for
SNMP communications on the target. The default value is
public.

When you have finished specifying this information, click OK to add the SNMP device.

InfraStruXure Central 4.1 User’s Reference




Mass Configuration: Sensor and Alert

Settings

The selections available from the Mass Configuration view enable you perform mass configuration
tasks on the NetBotz devices installed on your network. Use Mass Configuration tasks to set NetBotz
device configuration settings, enable license-key based functionality to your devices, enable and
disable alerts, set threshold values, configure device web interfaces, and to configure the alert actions
and policies that will be used when alerts are reported by the sensors that are built into or connected
to your devices. The individual tasks are divided into Sensor and Alert Settings and Device Settings.
This chapter covers only the Sensor and Alert Settings tasks. For information regarding Device
Settings tasks see “Mass Configuration: Device Settings” on page 159.
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The tasks available from the Sensors and Alert Settings portion of the Mass Configuration panel
enable you to configure the sensors that are built into or connected to your NetBotz devices and
devices. Detailed information about the tasks available from the Sensors and Alert Settings portion of
the Configuration panel follows.

Configuring Offline Devices

If a device goes offline, InfraStruXure Central will assume that the offline state is a temporary event.
When a device is in an offline state you can still perform Mass Configuration tasks on the device.
InfraStruXure Central will store these tasks in the Management Device Job Control queue, and will
automatically perform the tasks as soon as the device comes back online.

InfraStruXure Central 4.1 User’s Reference 113



Mass Configuration: Sensor and Alert Settings

Whenever you start a Mass Configuration task, the first window that is displayed shows a table of devices
on which the selected task can be performed. This table features a Status column, in which the current
status of each device is displayed. If a device is currently in an offline state the Status field for the device
will read “Offline,” but you will still be able to enact Mass Configuration tasks on the device, just as if the
device were online. When a Mass Configuration task is enacted against an offline device, the Status field
will show that the task did not complete and is being retired automatically, and a small image of a clock is
displayed to indicate that the configuration request against this device is currently in a pending state.

If InfraStruXure Central is unable to carry out a mass configuration task because a device is in an Offline
state, it adds the task to the Pending Requests list (“Management Device Job Control” on page 89).

Managing BotzWare Version 1.x Devices

The Pod Sharing task enables you to use NetBotz 500 devices to receive data from legacy NetBotz
devices running BotzWare 1.x (including RackBotz and WallBotz 300, 303, 310, 400, and 410 devices).
Once a NetBotz 500 is configured to access these legacy models they are treated exactly like other shared
pods or devices, providing alert and sensor data exactly as if they were directly connected to the NetBotz
500. For more information on Pod Sharing, see “Pod Sharing” on page 206.

About Sensor and Alert Settings Tasks

114

The majority of tasks that are available from the Sensor & Alert Settings pane enable you to configure the
sensors that are built into or connected to your NetBotz devices. Each sensor threshold configuration task
is named for the type of sensor with which the sensor will be used (temperature, air flow, humidity, and so
forth).

The sensors used by your devices fall into two categories: Numeric sensors and state sensors. Numeric
sensors report sensor readings as a current value within a broad range of potential values defined by a
minimum and maximum value, such as temperature or humidity readings. State sensors, on the other
hand, report sensor readings as one of two mutually exclusive states, such as a door being “open” or
“closed” or motion being “detected” or “not detected.” Due to the differences in the kind of data reported
by these two sensor types, the thresholds that can be applied to each sensor type differ greatly.

Each sensor threshold configuration task is named either a) for the type of sensor with which the sensor
will be used (temperature, air flow, humidity, and so forth) or b) with a general name that describes the
sort of sensor that is configured using the task. The sensor configuration tasks are:

« Air Flow Settings (to configure air flow sensors integrated with your devices)

« Amp Detector Settings (to configure amp detector sensors connected your devices)

Audio Settings (to configure audio sensors integrated with your devices)

« Dew Point Settings (to configure dew point sensors integrated with your devices)

« Door Settings (to configure door switch sensors connected to your devices)

« Dry Contact Settings (to configure dry contact sensors connected to your devices)

» Humidity Settings (to configure humidity sensors integrated with or connected to your devices)
« Motion Sensor Settings (to configure the camera motion sensors integrated with your devices)

« Power (VA) Settings: Use the Power (VA) Settings to configure thresholds for your device volt
amperage sensors.

« Power (Volts) Settings: Use the Power (Volts) Settings to configure thresholds for your device
voltage sensors.
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» Power (Watts) Settings: Use the Power (Watts) Settings to configure thresholds for your device
wattage sensors.

» Temperature Settings (to configure temperature sensors integrated with or connected to your
devices)

 Other Numeric Sensors (to configure any other numeric sensors that are connected to your devices,
but that cannot be configured using the other sensor configuration tasks)

» Other State Sensors (to configure any other state sensors that are connected to your devices, but that
cannot be configured using the other sensor configuration tasks)

Because all of these tasks are very similar from a user interface and interaction perspective, they are
covered collectively in the subheading “Configuring Sensors and Thresholds” on page 130.

Alert Actions

Use the Alert Actions task to define Alert Actions for use in the individual Alert Sequences that make up
the Alert Profile of your devices. When you create an Alert Action, you select a specific alert notification
type (such as sending an e-mail notification, sending an SNMP trap, or posting the alert information to an
HTTP server) and provide necessary configuration settings (such as an e-mail recipient’s address, the IP
address of your SNMP trap recipient, or the IP address of your HTTP server) that will enable the Alert
Action to be successfully carried out.

Available Alert Notification Methods

The Alert Actions interface consists of a series of tabbed panes, each of which corresponds to one of the
available alert notification methods that can be configured using the Alert Actions task. An Alert Action
consists of a single alert notification method and any specific information that is necessary to deliver the
alert notification. NetBotz devices support the following alert notification methods:

« Activate Button Output: Triggers an output relay that has been defined as a Button Relay.

 Call Web Services Alert Receiver: Designed for use with the BotzWare Web Services Interface. The
NetBotz BotzZWare Web Services interfaces are intended to provide a set of common, programmer-
friendly APIs to 3rd party product and solution developers, as well as end customers. For more
information, see the BotzZWare VV2.x Web Services Specification PDF, included on your BotzWare
CD and available from the NetBotz support web site.

» Play Audio Alert: Plays a description of the alert, in spoken language, through the headphones or
powered speakers that are connected to a selected NetBotz Camera Pod 120.

 Play Custom Audio Alert: Plays a user-specified audio clip using the headphones or powered
speakers that are connected to a selected Camera Pod 120 or CCTV Adapter Pod. Audio clips are
uploaded to the device using the Custom Audio Clip task.

« Send Custom HTTP GET: Delivers alert notifications as custom HTTP GET commands. The URL
generated as a result of the alert action is completely user definable, and can include Botz\Ware
macro values.

« Send Custom Text File to FTP Server: Sends a customized text file with user-specified content to an
FTP server. This alert action type enables you to use macros supported by BotzWare (including
Device, Location, and Alert macros) to define the name of the directory on the server in which
custom text files will be stored and the base filename that will be used for the text files.

» Send Data to FTP Server: Sends an alert notification that contains information about the nature of
the alert to an FTP server. This alert action type enables you to use macros supported by BotzWare
(including Device, Location, and Alert macros) to define the name of the directory on the server in
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which data files will be stored and the base filename that will be used for FTP data files. For more
information on macros supported by Botz\Ware, see “Botz\Ware Macros” on page 285.

Send E-mail: Sends an alert notification e-mail that contains information about the nature of the
alert to one or more e-mail recipients. The alert notification e-mail can optionally include images
captured by the device (or by a NetBotz Camera Pod 120 connected to the device) and a graph of
the sensor-specific data associated with the alert.

Send HTTP Post: Sends an HTTP post to a specified HTTP server that contains information about
the nature of the alert. The alert notification post can optionally include images captured by the
device (or by a NetBotz Camera Pod 120 connected to the device) and a graph of the sensor-specific
data associated with the alert.

Send to InfraStruXure Central: Sends the alert notification information to this InfraStruXure Central
server.

Send Short Message E-mail: Sends a user-configurable alert notification in an e-mail format
designed for use with devices that have limited display capabilities, such as cellular telephones and
personal data assistants (PDAS). This alert action type enables you to use macros supported by
BotzWare (including Device, Location, and Alert macros) to specify the contents of the title and
body of the e-mail message. For more information on macros supported by BotzWare, see
“BotzWare Macros” on page 285.

Send Wireless SMS Message: Sends a short (up to 160 characters) alert notification using a wireless
SMS connection. Available only if a modem that supports SMS messaging has been installed in or
connected to the device.

Set Switch Output State: Triggers an output relay that has been defined as a Switch Relay.

Send SNMP v1 Trap: Sends an SNMP trap to a specified SNMP trap recipient that contains
information about the nature of the alert.

Sends an SNMP v3 inform to a specified SNMP recipient that contains information about the nature
of the alert.

When an alert notification-specific tab is selected, any selected devices (or devices included in a selected
device group) that have a defined Alert Action that corresponds to the selected notification method are
listed.

Only devices that have a currently defined Alert Action that corresponds to the selected
@ alert notification method tab are displayed.

Note

Creating Alert Actions
To create a new alert action:

1.
2.

Launch the Alert Actions task.

Select the alert notification-specific tab that corresponds to the type of alert action you want to
create. Any selected devices that have previously been configured with an alert action that uses the
selected alert notification method are displayed in the pane.

Click Add, then select one or more devices from the device selection list and click Next.

Specify notification information for this alert action. The information that must be provided for an
alert action depends on which alert notification method you have selected. For detailed notification

InfraStruXure Central 4.1 User’s Reference



Mass Configuration: Sensor and Alert Settings

method-specific instructions, see “Creating Alert Actions” on page 225.

5. Click OK to save this new Alert Action for use with all selected devices.

Once you have saved the Alert Action it will appear in the list of defined Alert Actions for the selected
devices and will be available for use in the Alert Profiles task.

Editing Previously Defined Alert Actions
To edit a previously defined alert action:
1. Launch the Alert Actions task.

2. Select the alert notification-specific tab that corresponds to the type of alert action you want to
create. Any selected devices that have previously been configured with an alert action that uses the
selected alert notification method are displayed in the pane.

3. Select one or more devices and then click Edit.

4. Specify the new notification information for this Alert Action. The information that must be
provided for an Alert Action depends on which alert notification method you have selected. For
detailed notification method-specific instructions, see “Creating Alert Actions” on page 225.

5. Click OK to save this updated Alert Action for use with all selected devices.

Alert Profile

Use the Alert Profile task to customize alert notification policy used by your devices. You can customize
your device’s default alert notification policy, or create additional alert notification policies to simplify
alert management. You can also use the Alert Profile task to temporarily disable all alert notifications
globally associated with an Alert Profile.

The alert policy defines the notification actions that are taken by the device in response to alert
conditions. The alert profile consists of one or more alert sequences. An alert sequence specifies:

» The period of time that must pass before an alert condition results in notification.

« The number of times the notification will be repeated if the alert condition goes uncorrected.

The time interval at which the notification is enacted

One or more Alert Actions that are taken as part of the Alert Sequence's notification process

The schedule that determines whether the Alert Sequence is active at the date and time that the alert
occurs

 Capture settings that can be used to override specific alert-action attributes, such as including
graphs or image captures with alert notifications

For more information about alert sequences, see “Creating an Alert Sequence” on page 118.

The Default Alert Profile

APC NetBotz appliances come pre-configured with a Default Alert Profile. This Default policy features
the following 4 pre-configured Alert Sequences, all of which are scheduled to be active 24 hours a day, 7
days a week:

 Alert Level 1: Begins immediately after an alert condition occurs (Start Value of 0), repeats 2 times
at a 5 minute interval. Initiates the following pre-defined Alert Actions: Primary E-Mail
Notification, HTTP Post, FTP Data Delivery.
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 Alert Level 2: Begins 20 minutes after an alert condition occurs, repeats 1 time at a 10 minute

interval. Initiates the following pre-defined Alert Actions: Secondary E-Mail Notification, HTTP
Post, FTP Data Delivery.

* Alert Level 3: Begins 90 minutes after an alert condition occurs, repeats 2 times at a 60 minute

interval. Initiates the following pre-defined Alert Actions: Primary E-Mail Notification, Secondary
E-Mail Notification, HTTP Post, FTP Data Delivery.

» Continuous Alert: Begins immediately after an alert condition occurs (Start Value of 0), repeats

indefinitely at a 1 minute interval. Initiates the following pre-defined Alert Actions: Send SNMP
Trap.

information (such as e-mail addresses, server IP addresses, output devices, etc.) for
notifications to be successfully delivered. Be sure to adequately configure Alert Actions

@ Pre-defined Alert Actions or individual sensor Thresholds may require additional
Note and Thresholds that will be used in your Alert Profile.

The Default Alert Profile can be edited, but it cannot be Removed. When sensor thresholds are created,
the Default Alert Profile will be used unless you use Advanced Threshold Settings to specify otherwise.
In many cases, the Default Alert Profile will adequately meet your alert management needs. However,
you can also create additional Alert Profiles if needed.

@ The Default Alert Profile is always used for alerts generated when pods are unplugged or
go offline.

Note

Creating an Alert Sequence
To create a new Alert Sequence (or modify a previously created Alert Sequence):

1.
2.

Double-click on the Alert Profile icon.

Click Add.... If you are modifying a previously created Alert Sequence, select from the Sequence
table the desired Alert Sequence and then click Edit....

Type in the Label field a name for the Alert Sequence.

Type in the Start field (or use the arrow buttons in the field to select) the number of minutes that
must pass before an alert condition results in the notification specified by this Alert Sequence. For
example, if you want notifications to begin only if the alert condition has gone uncorrected for 5
minutes or more, specify a Start Time of 5 minutes. If you want notifications to begin immediately,
specify a Start Time of 0.

Check the Repeat Until Normal check box if you want the Alert Actions specified by this Alert
Sequence to be repeated automatically until the alert condition no longer exists. If you want the
actions to be repeated only a specific number of times, then leave this check box unchecked and
instead use the Repeats value to specify how many times to repeat the actions

(Optional) Check the Automatically add new alert actions to this schedule check box if you want
any new Alert Actions created after this Alert Schedule is defined to be automatically added to this
schedule.

. Type in the Repeats field (or use the arrow buttons in the field to select) the number of times that the

notifications specified by this Alert Sequence will be repeated. This field will not be available if the
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Repeat Until Normal check box is checked.

8. Type in the Interval field (or use the arrow buttons in the field to select) the number of seconds that

will pass between repeated notifications in this Alert Sequence.

9. Specify Capture Settings for Graphs and Pictures associated with this Alert Sequence. Capture

1.

2.

settings can be used to override the Maximum Camera Pictures and Include a Graph with the Alert
settings for all Alert Actions that you associate with this Alert Sequence.

By default, alert sequence Capture Settings are set to Capture if requested, which indicates that this
alert sequence will capture graphs and pictures if alert actions are configured to request them (i.e. if
the Maximum Camera Pictures setting is greater than 0 or the Include a Graph with the Alert check
box is checked). While this setting ensures that pictures and graphs are included with alert
notifications, in some circumstances you may wish to receive images or graphs only from some
alert sequences (such as the initial alert notification), or you might want to preserve graphs and
images on the appliance even if they are not included with alert notifications.

Rather than creating multiple copies of the same Alert Action, some which enable the inclusion of
camera pictures and graphs and some that do not, you can just create one Alert Action (for example,
e-mail) and use the capture controls to override the Alert Action settings as follows:

— Set the Graph or Picture Capture Settings to Never capture. When Capture Settings are set to
Never capture, images or graphs are not included with any alert actions that are associated with
the alert sequence, regardless of the Maximum Camera Pictures and Include a Graph with the
Alert settings for the alert actions.

— Set the Graph or Picture Capture Settings to Always capture. When Capture Settings are set to
Always capture, images or graphs are always captured by the appliance, even if the Maximum
Camera Pictures and Include a Graph with the Alert settings for the individual alert actions are
not set to capture this data. While this data will not be included with the alert notifications
associated with your alert actions, the images and graphs associated with the alerts will be
available for use via the Alerts View.

regardless of Capture Settings, if you have checked at least one Cameras to Trigger check

Don't forget that images will only be captured and included in an alert notification,
@ box when defining a threshold.

Note

Specify the Alert Actions that will be carried out as part of this Alert Sequence. Click Add
Actions..., and then select one or more Alert Actions from the Add Action window. Click OK to add
the selected actions to your Alert Sequence.

Click OK to save the Alert Sequence to your Alert Profile.

Creating an Alert Profile
To create a new Alert Profile (or modify a previously created Alert Profile):

1.
2.

Double-click on the Alert Profile icon.

Click Add.... If you are modifying a previously created Alert Profile, select from the Profile table
the desired Alert Profile and then click Edit....

Type in the Label field a name for the new Alert Profile.
Create one (or more) Alert Sequences for use with this Alert Profile.
Click OK to save the Alert Profile.
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Suppressing Alert Notifications

You can also use the Alert Profile task to temporarily suppress all alert notifications associated with an
Alert Profile. This temporarily prevents your appliance from generating any alert notifications associated
with the selected Alert Profile until a time and date you specify. Once enabled, alert notifications will not
be generated -- even if an enabled threshold is violated. Once the specified time and date arrives alert
notifications will resume normally.

« Disabling alert notifications prevents your appliance from automatically notifying you of
conditions that may be hazardous to your critical assets and spaces. This task is designed
for use only when scheduled maintenance or downtime would result in your appliance
generating alert notifications in response to environmental conditions that you are aware
of and are expecting to occur for brief periods of time.

» When alert notifications are disabled, enabled sensors in the Sensor Readings pane will
continue to turn red to provide a visual indication that a threshold has been crossed.

Note

To globally disable alert notifications:

1. Select the Alert Profile for which you wish to globally disable alert notifications from the Alert
Profile window and then click Edit....

2. Select the Advanced tab.
3. Check the Suppress alert notifications until check box.

4. Use the calendar control to specify the date and time of day at which alert notification functionality
will resume.

5. Click OK to suppress all alert notifications from the appliance.

Periodic Reports

Use the Periodic Reports task to configure your devices to generate sensor reading reports and deliver
them to e-mail recipients, HTTP servers, or FTP servers on a user-specified schedule. These reports
contain the current readings for all sensors built into or connected to your devices.

The Periodic Reports interface consists of a series of view, selected using the Periodic Reports drop box,
each of which corresponds to one of the available report generation methods that can be configured using
the Periodic Reports task. NetBotz devices support the following alert notification methods:

« Periodic Report to InfraStruXure Central: Reports current sensor readings to this InfraStruXure
Central server.

e HTTP Periodic Report: Posts the current sensor readings to an HTTP server.

« FTP Periodic Report: Send a report containing a complete list of the of the current sensor readings
to a specified FTP server.

« E-mail Periodic Report: Generates and sends a complete report of the current sensor settings using
e-mail.
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When you select a report generation method from the Periodic Reports drop box any selected devices (or
devices included in a selected device group) that have a defined Periodic Report that corresponds to the
selected report generation method are listed.

Only devices that have a currently defined Periodic Report entry that corresponds the
@ selected report generation method tab are displayed.

Note

Configuring a Periodic Report Entry
To create a new Periodic Report entry:

1.

6.

Select a device group or container from the navigation pane, or select one or more devices from the
device list pane.

. Double-click on the Periodic Report icon.

Select from the Periodic Reports drop box the report generation method that corresponds to the type
of periodic report entry that you want to create. Any selected devices that have previously been
configured with a Periodic Report entry uses the selected report generation method are displayed.

Click Add, then select one or more NetBotz devices from the device selection list and click Next.

Specify periodic report generation and delivery information for this Periodic Report entry. The
information that must be provided for each specific Periodic Report entry depends on which report
generation method you have selected. For detailed notification method-specific instructions, see the
method-specific instructions which follow.

Click OK to save this new Periodic Report entry for all selected devices.

Configuring a Periodic Report to InfraStruXure Central Entry
To configure devices to periodically generate and send sensor reports to this InfraStruXure Central server:

1.

Select a device group from the navigation pane, or select one or more devices from the device list
pane.

. Double-click on the Periodic Reports icon.

. Select Periodic Report to InfraStruXure Central from the Periodic Reports drop box. Any selected

devices with previously created report generation entries of this type are displayed.

. Click Add, then select one or more devices from the selection list and click Next.

. A Periodic Report configuration interface window opens. This window contains the following
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fields:
Field Description

Report Name A name for this report. Used to identify the report in the
Periodic Reports task window.

Interval The frequency with which reports will be generated.

InfraStruXure Central server The IP address or hostname of the InfraStruXure Central server
to which this report will be sent.

Port The IP port on which the InfraStruXure Central server is
configured to communicate.

Connect using SSL check box Check this check box to use SSL when communicating with
this server.

SSL options Select from this drop-box the SSL options that will be used for
this report.

Set to This Server button Click Set to This Server to automatically send the report to the
InfraStruXure Central server to with which you are currently
communicating.

6. Type the appropriate values in the fields.

‘ﬁ Periodic Reports Configuration

Report hame Post to InfraStruXure Central
Communication Settings

Interval | 10 2 | minutes {minimum 10 minutes)

InfraStruxure Central server nbc08, aus-lab,netbotz.com
Port | 80
[[] connectusing SSL

SSL options | Mo verification V'

Enahling/Disable SSL can only he performed after using the "Setto This Server" button,
and only when the InfraStruXure Central server has an SSL cerfficate installed.

Setto This Server ]

[ 0K H Cancel ][ Help ]

7. When you are finished, click OK to save any changes to the device. Click Cancel to close this
window without saving any changes.

Configuring an HTTP Periodic Report

To configure your devices to periodically generate and post sensor reports to a specified HTTP server:

1. Select a device group from the navigation pane, or select one or more devices from the device list
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pane.
. Double-click on the Periodic Reports icon.

. Select HTTP Periodic Report the Periodic Reports drop box. Any selected devices with previously
created report generation entries of this type are displayed.

. Click Add, then select one or more NetBotz devices from the device selection list and click Next.

. A Periodic Report configuration interface window opens. This window contains the following
fields:

Field Description
Enabled Check this check box to enable periodic HTTP reporting.
Include camera pictures Check this check box to include current image captures by

cameras connected to or integrated with your devices in the
HTTP post. Image captures that are included with periodic
reports are 640x480 resolution, regardless of appliance Camera

settings.
Interval The frequency with which HTTP reports will be generated.
Sensor priority Acts as a filter that can be used to limit the amount of sensor

data that is included with the periodic report. You can select

High, Medium, or Low priority settings:

« High: Only sensor data associated with physical sensors that
are integrated with or connected to the appliance are included
in the report. Sensor data associated with remote devices, such
as MIB Il data gathered from remote targets using Basic
Device Crawlers and Advanced Data that is gathered using
add-on applications such as Advanced Device Crawlers, is not
included in the report.

» Medium: Sensor data associated with physical sensors and
with Advanced Data sensor sets from remote devices (such as
that which is gathered using Advanced Device Crawlers) is
included in the report. Data associated with remote devices
that is not grouped in an Advanced Data sensor set, such as
MIB Il data gathered from remote targets using Basic Device
Crawlers, is not included in the report.

 Low: Sensor data from all sensors is included in the report.

SSL options Select from this drop-box the SSL options that will be used for
this post.

Target URL The URL of the web server to which the report will be posted.

Target user name The user name that will be used, along with the Target password,

to gain access to the specified web server.

Target password The password that will be used, along with the Target user name,
to gain access to the specified web server.

Verify password Type the Target password here again to confirm the password.
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This window features Primary and Backup tabs, each of which has the same fields available. The
settings specified on the Primary tab are used by default for any periodic HTTP reports. The settings
on the Backup pane are used if communication with the Primary server fails.

¥ Periodic Reports Configuration

Periodic options

Include camera pictures

| Advanced scheduling..

Interval 1,440 < minutes
Sensor priority | Low v
HTTP options
SSL options | No verification v
Primary Backup
TargetURL.

Target user name

Target pasgworg | ##assssssass
VEfIWDaSSWUrd RRRRREERARAE

[ OK ][ Cancel ][ Help ]

6. Type the appropriate values in the fields.

7. Specify Advanced Scheduling for the Periodic Report (optional). By default, all Periodic Reports
will be generated according to the Interval value you specify. However, you can specify that a
Periodic Report will be active only occur during specific time ranges. To configure Advanced
Scheduling:

a. Click Advanced Scheduling.... The Advanced Scheduling window opens.

b. By default, all time periods in the schedule are set to Enabled. To disable the Periodic Report for
a currently enabled period of time, highlight the period of time by clicking-and-dragging over the
desired time range, and then click Disable. To enable the Periodic Report for a currently disabled
period of time, highlight the period of time by clicking-and-dragging over the desired time range,
and then click Enable.

c. When you have finished creating your Advanced Schedule, click OK to save the schedule and
return to the Periodic Report task.

8. When you are finished, click OK to save this entry to selected devices. Click Cancel to close this
window without saving any changes.

Configuring an FTP Periodic Report

To configure your devices to periodically generate and deliver sensor reports to a specified FTP server:

1. Select a device group from the navigation pane, or select one or more devices from the device list
pane.

2. Double-click on the Periodic Reports icon.

3. Select FTP Periodic Report the Periodic Reports drop box. Any selected devices with previously
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created report generation entries of this type are displayed.
4. Click Add, then select one or more NetBotz devices from the device selection list and click Next.

5. A Periodic Report configuration interface window opens. This window contains the following
fields:

Field Description
Enabled Check this check box to enable periodic FTP reporting.
Include camera pictures Check this check box to include current image captures by

cameras connected to or integrated with your devices in the FTP
post. Image captures that are included with periodic reports are
640x480 resolution, regardless of appliance Camera settings.

Include maps Check this check box to include any maps that are stored on the
appliance in the FTP post.

Include graphs Check this check box to include graphs of the sensor readings
for all sensors that are associated with the appliance in the FTP
post.

Interval The frequency with which FTP reports will be generated.

Sensor priority Acts as a filter that can be used to limit the amount of sensor

data that is included with the periodic report. You can select

High, Medium, or Low priority settings:

« High: Only sensor data associated with physical sensors that
are integrated with or connected to the appliance are included
in the report. Sensor data associated with remote devices, such
as MIB Il data gathered from remote targets using Basic
Device Crawlers and Advanced Data that is gathered using
add-on applications such as Advanced Device Crawlers, is not
included in the report.

« Medium: Sensor data associated with physical sensors and
with Advanced Data sensor sets from remote devices (such as
that which is gathered using Advanced Device Crawlers) is
included in the report. Data associated with remote devices
that is not grouped in an Advanced Data sensor set, such as
MIB Il data gathered from remote targets using Basic Device
Crawlers, is not included in the report.

 Low: Sensor data from all sensors is included in the report.
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Field

Description

Graph priority

Acts as a filter that can be used to limit the amount of sensor
data that is graphed and included in the periodic report. You can
select High, Medium, or Low priority settings:

« High: Only sensor data associated with physical sensors that
are integrated with or connected to the appliance will be
graphed and included in the report. Sensor data associated
with remote devices, such as MIB 1l data gathered from remote
targets using Basic Device Crawlers and Advanced Data that is
gathered using add-on applications such as Advanced Device
Crawlers, is not included in the graph.

« Medium: Sensor data associated with physical sensors and
with Advanced Data sensor sets from remote devices (such as
that which is gathered using Advanced Device Crawlers) will
be graphed and included in the report. Data associated with
remote devices that is not grouped in an Advanced Data sensor
set, such as MIB Il data gathered from remote targets using
Basic Device Crawlers, is not included in the graph.

 Low: Sensor data from all sensors will be graphed and
included in the report.

Graph history

Specifies the maximum time period for which data will be
graphed.

FTP Hosthame

The hostname or IP address of the FTP server to which the
report will be delivered.

User name The user name that will be used, along with the FTP password,
to gain access to the specified FTP server.

FTP password The password that will be used, along with the User name, to
gain access to the specified FTP server.

Verify password Type the FTP password here again to confirm the password.

Target Directory

The relative directory path to be used for storing the data on the
FTP server. This should always be a path relative to the default
directory associated with the user ID used to log on to the FTP
server. If the directories on the path do not exist they will be
created automatically. The Target D